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UN ROUTER & DUE PC

UN ROUTER & DUE PC

Un Router & Due Pc

pcl  192.168.0.0/24 R1 192.168.1.0/24 pc2

-~ -
el f1/0 f2/0 el

2 .1 .1 2

F

R1#show ip interface brief

/vediamo che le interfacce sono down e non hanno gli indirizzi assegnati//

RFl#shaw ip interface brief

Interface P-Address <7 Method Status Protocol
e P W admini i .

i admin
pFastEthern 0 LLH = i unset  adminis W S0
lFaztEthern 0 LLE 2 ] YES unzet adminis Whdown

configuriamo R1
R1#conf't

R1(config)#int £1/0

R1(config-if)#ip address 192.168.0.1 255.255.255.252
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int £2/0

R1(config-if)#ip address 192.168.1.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#end

R1#show ip interface brief

//una volta abilitate le interfacce tramite il comando «no shuty vediamo che da down //

//passano ad up, di conseguenza avendo assegnato degli indirizzi ip questi compariranno (ps //

//se non avessimo dato «no shuty l'indirizzamento sarebbe sempre comparso ma l'interfaccia //
//non avrebbe funzionato //

manual up

Configurazione pcl

box login: tc
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UN ROUTER & DUE PC

te@box:~$ sudo su
root@box:~# ip aa 192.168.0.2/24 dev ethl
root@box ~# route -n

root@box:~# ip r d default
root abox:~# route -n

root@box:~# ip r a default via 192.168.0.1
root@box:~# route -n

rnel IF
natian

Configurazione pc2

box login: tc

te@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.1.1

//vediamo se i due pc comunicano//
/lanciamo il ping da pcl//

//facendo un iperf tra pcl e pc2 potremmo vedere anche la banda a disposizione//
//PS lanciare prima il Server “s” e poi il Client “c”//
//come server é stato scelto ch mentre come client pcl//
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UN ROUTER & DUE PC

1.2 port 5001
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OUTPUT SHAPER £2/0 @2Mbps

OUTPUT SHAPER f2/0 @2Mbps

va applicato in uscita

pcl R1 pc2
. 192.168.0.0/24 192.168.1.0/24 .
ll. — . - li'

el flfﬂa f2/0 el

2 A N 2

Nriprendiamo ['esercizio di prima//

/fverifichiamo le class-map//

R1#show class-map
Rl#zhow class-map
Class Map match-any class-default (id O}

Match any

//configuriamo la policy-map shaper//
Ri1#conft

R1(config)#policy-map shaper
R1(config-pmap)#class class-default
R1(config-pmap-c)#shape average 2000000
R1(config-pmap-c)#end

/vediamo che sulle interfacce non é applicata nessuna la policy-map //

R1#show policy-map interface
Rl#=zhow policy-map interface

/fvediamo la configurazione della policy-map chiamata shaper//

sz Limit 1000 {(Packetsl

//mettiamo lo shaper sull'interfaccia 2/0 //

R1#conf't

R1(config)#int £2/0
R1(config-if)#service-policy output shaper
R1(config-if)#end

/fvediamo che sulle interfacce f2/0 e applicata la policy shaper //
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OUTPUT SHAPER £2/0 @2Mbps

R1#show policy-map interface
Fl#zhow policy-map interface
FaztEthernet2/ 0

fault ‘match-any:

| rate O bps. drop rate O bps

//per vedere il funzionamento dello shaper applichiamo liperf //
//NOTA BENE: lo shaper funziona in uscita quindi da PC1 a PC2 e NON da PC2 a PC1//
//questo perche lo abbiamo applicato sull'interfaccia f2/0//

65.1.2 port G001

.2 port 43931

= pel =

L2 port 53910

b6 Mhi
16,9 Mbi
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OUTPUT SHAPER £2/0 @2Mbps

Client co TCP port 5001
TCP wincdow Fault)

bed with 192,168.0.2 port 5001

Appunti scritti dallo studente Fattoruso Paolo Pag. 6



INPUT POLICER f1/0 @2Mbps

INPUT POLICER f1/0 @2Mbps

va applicato in ingresso

pc2

192.168.0.0/24 "1 192.168.1.0/24

el f1/0 f2/0 el

2 A N 2

W

E

Nutilizzando come base il primo esercizio//

//sul router R1I creiamo il policer//

R1#conf't

R1(config)#policy-map policer

R1(config-pmap)#class class-default

R1(config)#police 2000000 15000 conform-action transmit exceed-action drop
R1(config-pmap-c-police)#end

/vediamo il policer appena creato//

//verifichiamo l'eventuale presenza di policy-map sulle interfacce//
//non vedremo nulla perche non abbiamo ancora configurato policy sulle interfacce//

R1#show policy-map interface

Rl#zhow policy-map interface

//configuriamo il policer sull'interfaccia f1/0//
//NOTA il policer va applicato in ingresso quindi considerando pcl ['host da cui partono i //
//pacchetti e l'interfaccia di ingresso che incontra dal router é f1/0//

R1#conf't

R1(config)#int £1/0
R1(config-if)#service-policy input policer
R1(config-if)#end

/fvediamo la policy-map configurate sulle varie interfacce//

R1#show policy-map interface
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INPUT POLICER f1/0 @2Mbps

imatch-any?

bp=. drop

/tramite iperf da pcl a pc2 (impostando pcl come client e pc2 come server)//
/il funzionamento del policer che tronchera la banda a 2Mbs//

> pcl

" pc2

//tramite iperf verifichiamo che il policer non funziona da pc2 a pcl (impostando pcl//
// come server e pc2 come client)//

> pcl

f:l oTr t
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POLICER &

AS160 (customer)

160.0.0.0/24

SHAPER

POLICER & SHAPER

AS140 (provider)

172.0.0.0/30

BGP
f1/0)
150.0.0.0/24
BGP
host2 swa2 R2 1 /
= - : ~ 172.0.1.0/30

2 gy

max up/down rate
@500kbps

.2 R3

\‘. =

.2
f2/0

max up/down rate
@1Mbps

.1

f3/0

host3

P

140.0.0.0/24

host4

=y

AS150 (customer)

Configurazione delle interfacce dei router

R1#conf't

R1(config)#int £1/0

R1(config-if)#ip address 160.0.0.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int £2/0

R1(config-if)#ip address 172.0.0.1 255.255.255.252
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#

R2#conf't

R2(config)#int £1/0

R2(config-if)#ip address 150.0.0.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int £2/0

R2(config-if)#ip address 172.0.1.1 255.255.255.252
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R3#conf't

R3(config)#int £1/0

R3(config-if)#ip address 172.0.0.2 255.255.255.252
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#int £2/0
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R3(config-if)#ip address 172.0.1.2 255.255.255.252

R3(config-if)#no shut

R3(config-if)#exit

R3(config)#int {3/0

R3(config-if)#ip address 140.0.0.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#

Configurazione di BGP

R1(config)#router bgp 160
R1(config-router)#net

R1(config-router)#network 160.0.0.0 mask 255.255.255.0
R1(config-router)#neighbor 172.0.0.2 remote-as 140

R1(config-router)#exit
R1(config)#

R2(config)#router bgp 150

R2(config-router)#network 150.0.0.0 mask 255.255.255.0
R2(config-router)#neighbor 172.0.1.2 remote-as 140

R2(config-router)#exit
R2(config)#

R3(config)#router bgp 140

R3(config-router)#network 140.0.0.0 mask 255.255.255.0
R3(config-router)#neighbor 172.0.0.1 remote-as 160
R3(config-router)#neighbor 172.0.1.1 remote-as 150

R3(config-router)#exit
R3(config)#

Configurazione degli host

Host1

box login: tc

tc@box:~$ sudo su

root@box:~# ip a a 160.0.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 160.0.0.1
root@box:~#

Host2

box login: tc

tc@box:~$ sudo su

root@box:~# ip a a 150.0.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 150.0.0.1
root@box:~#

Host3
box login: tc

POLICER & SHAPER
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POLICER & SHAPER

te@box:~$ sudo su

root@box:~# ip a a 140.0.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 140.0.0.1
root@box:~#

verifichiamo i ping

b host3

| i~oot
FING
B4 byt

acket loss

Sul provider R3 applichiamo le richieste di banda dell’esercizio

R3(config)#policy-map shaperl
R3(config-pmap)#class class-default
R3(config-pmap-c)#shape average 500000
R3(config-pmap-c)#exit
R3(config-pmap)#exit

R3(config)#policy-map shaper2
R3(config-pmap)#class class-default
R3(config-pmap-c)#shape average 1000000
R3(config-pmap-c)#exit
R3(config-pmap)#exit

R3(config)#policy-map policerl

R3(config-pmap)#class class-default

R3(config-pmap-c)#$ion transmit exceed-action drop violate-action drop
R3(config-pmap-c-police)#exit

R3(config-pmap-c)#exit

R3(config-pmap)#exit

R3(config)#policy-map policer2

R3(config-pmap)#class class-default

R3(config-pmap-c)#$tion transmit exceed-action drop violate-action drop
R3(config-pmap-c-police)#exit

R3(config-pmap-c)#exit

R3(config-pmap)#exit
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POLICER & SHAPER

Applichiamo le service-policy sulle interfacce di R3

R3(config)#int £1/0
R3(config-if)#service-policy input policerl
R3(config-if)#service-policy output shaperl
R3(config-if)#exit

R3(config)#int £2/0
R3(config-if)#service-policy input policer2
R3(config-if)#service-policy output shaper2
R3(config-if)#exit

R3(config)#
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POLICER & SHAPER

Tramite iperf controllliamo se le policy map funzionano:
in un verso

- host1

Client conn i o | TCP port
TCP windaow : 16 ault)

E nell’ altro

TGP windou

1,0,2 port

L]

TCP port 2001
ault’

oot

Fare lo stesso con Host2 e Host3
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MARKING & QoS

R1

MARKING & QOS

192.168.0.0/24 -~ 192.168.1.0/24
a shape 4Mbps
S " f2 dscp 20 @ 3Mb
mark dscp 20 gl ° -+ \ dscs 0@ 1MbPEs
/ 1

Ii'“-_;l [~ el el h I__.i'ﬂ
- mark dscp O -2
host1l - host2
el & -3
[i&:
host3
Configurazione R1
Ril#conft
R1(config)#int £1/0

R1(config-if)#ip address 192.168.0.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#int £2/0

R1(config-if)#ip address 192.168.1.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#end

R1#conf't

R1(config)#class-map match-all dscp20
R1(config-cmap)#match dscp af22
R1(config-cmap)#exit
R1(config)#class-map match-all host1
R1(config-cmap)#match access-group 101
R1(config-cmap)#exit
R1(config)#policy-map marker
R1(config-pmap)#class host1
R1(config-pmap-c)#set dscp af22
R1(config-pmap-c)#exit
R1(config-pmap)#class class-default
R1(config-pmap-c)#set dscp default
R1(config-pmap-c)#exit
R1(config-pmap)#exit

R1(config)#policy-map sched
R1(config-pmap)#class dscp20
R1(config-pmap-c)#bandwidth 3000
R1(config-pmap-c)#exit
R1(config-pmap)#class class-default
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R1(config-pmap-c)#bandwidth 1000
R1(config-pmap-c)#exit
R1(config-pmap)#exit

R1(config)#policy-map shaper
R1(config-pmap)#class class-default
R1(config-pmap-c)#shape average 4000000
R1(config-pmap-c)#service-policy sched
R1(config-pmap-c)#end

R1#conf't

R1(config)#int £1/0
R1(config-if)#service-policy input marker
R1(config-if)#exit

R1(config)#int £2/0
R1(config-ify#bandwidth 100000
R1(config-if)#service-policy output shaper
R1(config-if)#exit

R1(config)#access-list 101 permit ip host 192.168.0.2 any

Configurazione Hostl

te@box:~$ sudo su

root@box:~# ip aa 192.168.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.0.1
root@box:~# ping 192.168.1.2

Configurazione Host2

tc@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.1.1
root@box:~# ping 192.168.0.2

Configurazione Host3

tc@box:~$ sudo su

root@box:~# ip a a 192.168.0.3/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.0.1
root@box:~# ping 192.168.0.2

MARKING & QOS
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MARKING & QOS

with 159

L L

bl tull tlll £
o o O e

2 port SE07H

4
]
4
a4
4
]
a
]
4
]
a
]
4
]
a
]
4
]
a

| IS | N | NS | IS | S| N | NS | NS | U | S | N | S | NS | N S— S S_— S_— | S_—
]

TCP port
1t)

.2 part 5001

v host3 -
" ool -t

.2 part 5001
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MARKING & QoS & LLQ

MARKING & QoS & LLQ

Marking&Qos&LLQ
192.168.0.0/24
R1
_,_Ewi_]: 3 .la
1 f1/0 o
« d i 192.168.1.0/24
mark dscp 20 mark dscp 0 shape 4Mbps
2 3 CBWFQ .2
peil ) — dscp 20 @3Mbps pc2
/el e1 2P dscp 0 @1Mbps e]'.\ 5
I M
W W
Rl#conf't
R1(config)#int £1/0

R1(config-if)#ip address 192.168.0.1 255.255.255.0
R1(config-if)#no shut
R1(config-if)#exit

R1(config)#int £2/0

R1(config-if)#ip address 192.168.1.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#class-map match-all dscp20
R1(config-cmap)#match dscp af22
R1(config-cmap)#exit

R1(config)#class-map match-all pcl
R1(config-cmap)#match access-group 101
R1(config-cmap)#exit

R1(config)#end

R1#show class-map

ap match-any class-default (id O3

R1#conf't
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MARKING & QoS & LLQ

R1(config)#policy-map marker
R1(config-pmap)#class pcl
R1(config-pmap-c)#set dscp af22
R1(config-pmap-c)#exit
R1(config-pmap)#class class-default
R1(config-pmap-c)#set dscp default
R1(config-pmap-c)#exit

R1(config)#policy-map sched
R1(config-pmap)#class dscp20
R1(config-pmap-c)#bandwidth 3000
R1(config-pmap-c)#exit
R1(config-pmap)#class class-default
R1(config-pmap-c)#bandwidth 1000
R1(config-pmap-c)#exit
R1(config-pmap)#exit
R1(config)#policy-map shaper
R1(config-pmap)#class class-default
R1(config-pmap-c)#shape average 4000000
R1(config-pmap-c)#service-policy sched
R1(config-pmap-c)#end

R1#show policy-map
Rl#show policy-map

ic Shaplng
. Buffers Limit 1000 (Fackets)

00 {kbps) Max Threshold &4 (packets)
1t

R1#conf't

R1(config)#int £1/0
R1(config-if)#service-policy input marker
R1(config-if)#exit

R1(config)#int £2/0
R1(config-if)#bandwidth 100000
R1(config-if)#service-policy output shaper
R1(config-if)#end

R1#show policy-map interface £1/0
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show polirn
Ethernaetl.

ice—-policy input: mark
imatch-3ll)

drop rate

h—any )

drop rate

R1#conf't
R1(config)#access-list 101 permit ip host 192.168.0.2 any

Rl(conﬁg)#do show access-list

R1(config)#policy-map sched
R1(config-pmap)#class dscp20

MARKING & QoS & LLQ
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R1(config-pmap-c)#no bandwidth 3000
R1(config-pmap-c)#priority 3000
R1(config-pmap-c)#end

R1#show pohcy-map 1nterface f2/0

colicy output: shaper

0 bp=. drop rate 0

PCl1

box login: tc

tc@box:~$ sudo su

root@box:~# ip aa 192.168.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.0.1

pc2

box login: tc

tc@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.1.1

PC3

box login: tc

tc@box:~$ sudo su

root@box:~# ip a a 192.168.0.3/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.0.1

MARKING & QoS & LLQ
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MARKING & QoS & LLQ

PC1
root@box:~# iperf -c 192.168.1.2 -p 5003 -t 3600

PC2

screen

root@box:~# iperf -s -p 5001 -1 2
ctrl+a --->¢

root@box:~# iperf -s -p 5003 -1 2

PC3
root@box:~# iperf -c 192.168.1.2 -t 3600

TCF port
Fault)

2 port G001
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OSPF-1
OSPF
//”192.153.0.0:;: N Ap
/ pcl R4\ Q 7 4‘?&
l\ m el I~ ¢

/
{
\ 5
R3
NG 192168.1.028 7
\‘--___-.‘—"

10.0.0.0/24

//Configurazione delle interfacce dei router//
Ri1#conft

R1(config)#int f0/0

R1(config-if)#ip address 10.0.0.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int f0/1

R1(config-if)#ip address 160.80.0.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R2#conf't

R2(config)#int 10/1

R2(config-if)#ip address 192.168.2.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int 0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R3#conf't

R3(config)#int f0/0

R3(config-if)#ip address 192.168.1.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#int 10/1

R3(config-if)#ip address 192.168.2.3 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

160.80.0.0/24

OSPF-1
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Ré4#conf't

R4(config)#int f0/0

R4(config-if)#ip address 192.168.0.6 255.255.255.0
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#int 10/1

R4(config-if#ip address 192.168.2.4 255.255.255.0
R4(config-if)y#no shut

R4(config-if)#exit

//configurazione OSPF sui router interessati//
R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 10.0.0.1 0.0.0.0 area 0

R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 10.0.0.2 0.0.0.0 area 0
R2(config-router)#network 192.168.2.2 0.0.0.0 area 1

R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 192.168.1.1 0.0.0.0 area 1
R3(config-router)#network 192.168.2.3 0.0.0.0 area 1

R4(config)#router ospf 1
R4(config-router)#router-id 4.4.4.4
R4(config-router)#network 192.168.2.4 0.0.0.0 area 1

R1(config-router)#ip route 0.0.0.0 0.0.0.0 160.80.0.3
R1(config-router)#default-information originate

R4(config-router)#redistribute connected
% Only classful networks will be redistributed

//configurazione dei PC//

PC1

box login: tc

tc@box:~$ sudo su

root@box:~# ip aa 192.168.0.1/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.0.6

pPc2

box login: tc

tc@box:~$ sudo su

root@box:~# ip aa 192.168.1.5/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.1.1

OSPF-1
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PC3

box login: tc

te@box:~$ sudo su

root@box:~# ip a a 160.80.0.3/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 160.80.0.1

PC4

box login: tc

te@box:~$ sudo su

root@box:~# ip aa 10.0.0.3/24 dev ethl
root@box:~# ip r d default
root@box:~# ip r a default via 10.0.0.2

Ping da PC1

ime=41,820 m=

Pri  State

R2#show ip protocols
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R1#conft
R1(config)#int f0/0

R1(config-if)#ip address 192.168.4.1 255.255.255.0
R1(config-ify#no shut
R1(config-if)#exit

R1(config)#int f0/1

R1(config-if)#ip address 192.168.1.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 192.168.5.1 0.0.0.0 area 3
R1(config-router)#network 192.168.1.1 0.0.0.0 area 1
R1(config-router)#ip route 0.0.0.0 0.0.0.0 192.168.4.2
R1(config)#router ospf 1
R1(config-router)#default-information originate
R1(config-router)#end

ROUTER 2
R2#conf't

R2(config)#int 0/0

R2(config-if)#ip address 192.168.2.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int 10/1

R2(config-if)#ip address 192.168.1.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

OSPF-2
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R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 192.168.1.2 0.0.0.0 area 1
R2(config-router)#network 192.168.2.1 0.0.0.0 area 0
R2(config-router)#end

ROUTER 3
R3#conf't

R3(config)#int f0/0

R3(config-if)#ip address 192.168.2.2 255.255.255.0
R3(config-if)y#no shut

R3(config-if)#exit

R3(config)#int 10/1

R3(config-if)#ip address 192.168.3.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 192.168.2.2 0.0.0.0 area 0
R3(config-router)#network 192.168.3.1 0.0.0.0 area 2
R3(config-router)#end

HOSTI

box login: tc

te@box:~$ sudo su

root@box:~# ip a a 192.168.4.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.4.1
root@box:~# ping 192.168.3.2

HOST2

box login: tc

tc@box:~$ sudo su

root@box:~# ip aa 192.168.3.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.3.1
root@box:~# ping 192.168.4.2

HOST3

box login: tc

tc@box:~$ sudo su

root@box:~# ip a a 192.168.5.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.5.1

OSPF-2
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OSPF-lab
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//configurazione interfacce dei router//
Ri1#conft

R1(config)#int f0/0

R1(config-if)#ip address 10.0.0.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int f0/1

R1(config-if)#ip address 160.80.0.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#

R2#conf't

R2(config)#int f0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int 10/1

R2(config-if)#ip address 192.168.2.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R3#conf't

R3(config)#int f0/0

R3(config-if)#ip address 192.168.1.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#int f0/1

R3(config-if)#ip address 192.168.2.3 255.255.255.0
R3(config-if)#no shut

OSPFlab
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R3(config-if)#exit
R3(config)#

Ré4#conf't

R4(config)#int f0/0

R4(config-if)#ip address 192.168.0.1 255.255.255.0
R4(config-if)y#no shut

R4(config-if)#exit

R4(config)#int 10/1

R4(config-if)#ip address 192.168.2.4 255.255.255.0
R4(config-if)y#no shut

R4(config-if)#exit

R4(config)#

OSPFlab

//una volta configurate le interfacce andiamo ad abilitare il protocollo di routing OSPF//

R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 10.0.0.1 0.0.0.0 area 0
R1(config-router)#exit

R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 10.0.0.2 0.0.0.0 area 0
R2(config-router)#network 192.168.2.2 0.0.0.0 area 1
R2(config-router)#exit

R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 192.168.1.1 0.0.0.0 area 1
R3(config-router)#network 192.168.2.3 0.0.0.0 area 1
R3(config-router)#exit

R4(config)#router ospf 1

R4(config-router)#router-id 4.4.4.4
R4(config-router)#network 192.168.0.1 0.0.0.0 area 1
R4(config-router)#network 192.168.2.4 0.0.0.0 area 1
R4(config-router)#exit

/configurazione degli host//

HOSTI

box login: tc

tc@box:~$ sudo su

root@box:~# ip a a 192.168.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.0.1
root@box:~#

HOST2
box login: tc
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te@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.1.1

HOST3

box login: tc

te@box:~$ sudo su

root@box:~# ip a a 160.80.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 160.80.0.1
root@box:~#

HOST4

box login: tc

te@box:~$ sudo su

root@box:~# ip aa 10.0.0.3/24 dev ethl
root@box:~# ip r d default
root@box:~# ip r a default via 10.0.0.2

//con la seguente configurazione possiamo notare che pingano solamente gli host appartenenti alla
stessa area:

quindi hostl e host2 comunicano perché appartengono alla stessa Area I mentre se volessimo
pingare da hostl a host3 o host4 non ci riusciremmo perche le aree sono differenti//

//sulle interfacce dei router abilitiamo Ospf//

R2(config)#int f0/1
R2(config-if)#ip ospf network broadcast
R2(config-if)#end

R3(config)#int 10/1
R3(config-if)#ip ospf network broadcast
R3(config-if)#end

R4(config)#int 10/1
R4(config-if)#ip ospf network broadcast
R4(config-if)#end

//ci accorgiamo che ora si pingano anche host3 con host4 e viceversa ma non host3 con hostl o
host2 e viceversa//
//per rendere host3 raggiungibile dall'esterno o per far si che hostl e host2 raggiungano host3//

R1(config)#router ospf 1
R1(config-router)#default-information originate
R1(config-router)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 160.80.0.3

R2#show ip route
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ow ip ozpf neighbor

hbor 10 Pri
1,1.1.1 :

1
1
1

R2#show ip protocols
¥ ip pr

Distance: (default is 110]
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//configuriamo le interfacce dei router//

Ri1#conft

R1(config)#int f0/0

R1(config-if)#ip address 10.0.0.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int f0/1

R1(config-if)#ip address 160.80.0.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#

R2#conf't

R2(config)#int 0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int 10/1

R2(config-if)#ip address 192.168.2.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R3#conf't

R3(config)#int f0/0

R3(config-if)#ip address 192.168.1.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#int f0/1

R3(config-if)#ip address 192.168.2.3 255.255.255.0

Internet

160.80.0.0/24

R1

1.2

fo/1 el

06_OSPF

host3

=i

Appunti scritti dallo studente Fattoruso Paolo

Pag. 32



R3(config-if)#no shut
R3(config-if)#exit
R3(config)#

Ré4#conf't

R4(config)#int f0/0

R4(config-if)#ip address 192.168.0.1 255.255.255.0
R4(config-if)y#no shut

R4(config-if)#exit

R4(config)#int 10/1

R4(config-if)#ip address 192.168.2.4 255.255.255.0
R4(config-if)y#no shut

R4(config-if)#exit

R4(config)#

06_OSPF

//una volta configurate le interfacce andiamo ad abilitare il protocollo di routing OSPF//

R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 10.0.0.1 0.0.0.0 area 0
R1(config-router)#exit

R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 10.0.0.2 0.0.0.0 area 0
R2(config-router)#network 192.168.2.2 0.0.0.0 area 1
R2(config-router)#exit

R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 192.168.1.1 0.0.0.0 area 1
R3(config-router)#network 192.168.2.3 0.0.0.0 area 1
R3(config-router)#exit

R4(config)#router ospf 1

R4(config-router)#router-id 4.4.4.4
R4(config-router)#network 192.168.2.4 0.0.0.0 area 1
R4(config-router)#exit

/configuriamo gli host//

HOSTI

box login: tc

tc@box:~$ sudo su

root@box:~# ip aa 192.168.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.0.1
root@box:~#

HOST2
box login: tc
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te@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.1.1

HOST3

box login: tc

te@box:~$ sudo su

root@box:~# ip a a 160.80.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 160.80.0.1
root@box:~#

HOST4

box login: tc

te@box:~$ sudo su

root@box:~# ip aa 10.0.0.3/24 dev ethl
root@box:~# ip r d default
root@box:~# ip r a default via 10.0.0.2

/vediamo che gli host non riescono a comunicare tra di loro//
//per far comunicare gli host delle aree possiamo dare sul router R4//

R4(config)#router ospf 1
R4(config-router)#redistribute connected

% Only classful networks will be redistributed
R4(config-router)#

/Jora solamente host3 non e raggiungibile//
// per rendere raggiungibile host3 e far si che host3 raggiunga gli altri host//

R1(config)#router ospf 1
R1(config-router)#default-information originate
R1(config-router)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 160.80.0.3
R1(config)#

/fare dei ping per verificare il tutto ! ! ! //

06_OSPF
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MPLS

LSR1 .o /30 LSR2

.2/30 =
' .13/30
f2/0 f1/0
f1/0 f2/0
.14/30
LER2
1/30 192.168.0.0 ---------> 192.168.1.0

loopback 0 e f1/0 270
192.168.0.0/24 a 172.0.0.x/30
f2/0

192.168.0.0 <--------- 192.168.1.0

.18/30

f2/0 f1/0
LSR3

.10/30 a -17/30

Configurazione LER1
LERT#conf't

LER1(config)#interface loopback0

LER1(config-if)#ip address 192.168.0.1 255.255.255.0
LER1(config-if)#ip ospf network point-to-point
LER1(config-if)#exit

LERI1(config)#int £1/0

LERI1(config-if)#ip address 172.0.0.1 255.255.255.252
LERI1(config-if)#no shut

LERI1(config-if)#mpls ip

LER1(config-if)#exit

LER1(config)#int £2/0

LER1(config-if)#ip address 172.0.0.9 255.255.255.252
LER1(config-if)#no shut

LER1(config-if)#exit

LER1(config)#mpls label range 32 200 static 16 31
LER1(config)#router ospf 1
LER1(config-router)#network 0.0.0.0 255.255.255.255 area 0

Configurazione LER2
LER2#conf't

LER2(config)#mpls label range 32 200 static 16 31
LER2(config)#int loopbackO

LER2(config-if)#ip address 192.168.1.1 255.255.255.0
LER2(config-if)#ip ospf network point-to-point
LER2(config-if)#exit

LER2(config)#int £1/0

LER2(config-if)#ip address 172.0.0.14 255.255.255.252
LER2(config-if)#no shut

LER2(config-if)#mpls ip

LER2(config-if)#exit

MPLS

loopback 0
192.168.1.0/24
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LER2(config)#int £2/0

LER2(config-if)#ip address 172.0.0.18 255.255.255.252
LER2(config-if)#no shut

LER2(config-if)#mpls ip

LER2(config-if)#exit

LER2(config)#router ospf 1
LER2(config-router)#network 0.0.0.0 255.255.255.255 area 0
LER2(config-router)#end

Configurazione LSR1
LSR1#conf't

LSR1(config)#mpls label range 32 200 static 16 31

LSR1(config)#int {1/0

LSR1(config-if)#ip address 172.0.0.2 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-if)#exit

LSR1(config)#int 2/0

LSR1(config-if)#ip address 172.0.0.5 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-if)#exit

LSR1(config)#router ospf 1
LSR1(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR1(config-router)#end

Configurazione LSR2
LSR2#conf't

LSR2(config)#mpls label range 32 200 static 16 31

LSR2(config)#int £1/0

LSR2(config-if)#ip address 172.0.0.6 255.255.255.252
LSR2(config-if)#mpls ip

LSR2(config-if)#no shut

LSR2(config-if)#exit

LSR2(config)#int £2/0

LSR2(config-if)#ip address 172.0.0.13 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-if)#mpls ip

LSR2(config-if)#exit

LSR2(config)#router ospf 1
LSR2(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR2(config-router)#end

Configurazione LSR3
LSR3#conf't

LSR3(config)#mpls label range 32 200 static 16 31

MPLS
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LSR3(config)#int {1/0

LSR3(config-if)#ip address 172.0.0.17 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-ify#mpls ip

LSR3(config-if)#exit

LSR3(config)#int {2/0

LSR3(config-if)#ip address 172.0.0.10 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-ify#mpls ip

LSR3(config-if)#exit

LSR3(config)#router ospf 1

LSR3(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR3(config-router)#end

s LER1
182, 168,0,1

=B

MPLS
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M LER1

ot 3 _111
'y imp-rull
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MPLS-DS-TE

MPLS-DS-TE

voice dscp 20 (subpool) - tunnel 1 - 800k LSR1 LSR2

data dscp 0 (global) - tunnel 0 - 1.5M = 10.0.23.x/30 -
2 Mbps
1 Mbps 2 Mbps 100 4.4.4.4
1 Mbps
100 1.1.1.1 - LER2Z
fo/0

KD LERL 1 Mbps ' 1;2 168.1.0/24
192.168.0.0/24 a TR

hostl /
s

10.0.12.x/30

10.0.45.x/30

10.0.15.x/30 m.
IE. LSR3
loD 5.5.5.5
Configurazione LER1
LER1#conf't

LERI1(config)#mpls label range 32 200 static 16 31

LERI1(config)#mpls 1dp grace

LERI1(config)#mpls Idp graceful-restart

% Previously established LDP sessions may not have graceful restart protection.
LERI1(config)#mpls traffic-eng tunnels

LERI1(config)#multilink bundle-name authenticated

LERI1(config)#class-map match-all voice
LERI1(config-cmap)#match access-group 101
LER1(config-cmap)#exit

LER1(config)#policy-map set-exp5
LER1(config-pmap)#class class-default
LER1(config-pmap-c)#set mpls experimental imposition 5
LER1(config-pmap-c)#exit

LER1(config-pmap)#exit

LER1(config)#policy-map set-exp5t
LER1(config-pmap)#class voice
LER1(config-pmap-c)#set mpls experimental imposition 5
LER1(config-pmap-c)#exit

LER1(config-pmap)#exit

LER1(config)#policy-map voice
LER1(config-pmap)#class voice
LERI1(config-pmap-c)#exit
LER1(config-pmap)#exit

LER1(config)#int loopbackO
LER1(config-if)#ip address 1.1.1.1 255.255.255.255
LER1(config-if)#exit

LER1(config)#int Tunnel0
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LER1(config-if)#ip unnumbered loopback 0
LER1(config-if)#tunnel destination 4.4.4.4
LER1(config-if)#tunnel mode mpls traffic-eng
LER1(config-if}#tunnel mpls traffic-eng priority 7 7
LER1(config-if}#tunnel mpls traffic-eng bandwidth 1500
LER1(config-if}#tunnel mpls traffic-eng path-option 10 dynamic
LER1(config-if)#exit

LERI1(config)#int Tunnell

LER1(config-if)#ip unnumbered loopback 0
LER1(config-if)#tunnel destination 4.4.4.4
LER1(config-if)#tunnel mode mpls traffic-eng
LER1(config-if}#tunnel mpls traffic-eng priority 6 6
LER1(config-if)#tunnel mpls traffic-eng bandwidth sub-pool 800
LER1(config-if}#tunnel mpls traffic-eng path-option 10 dynamic
LER1(config-if}#no routing dynamic

LER1(config-if#exit

LERI1(config)#int TunnelO
LER1(config-if}#no routing dynamic
LER1(config-if)#exit

LERI1(config)#int Tunnel2

LER1(config-if)#ip unnumbered loopback 0
LER1(config-if)#tunnel destination 4.4.4.4
LERI1(config-if)#tunnel mode mpls traffic-eng
LERI1(config-if)#tunnel mpls traffic-eng priority 7 7
LERI1(config-if)#tunnel mpls traffic-eng bandwidth 1200
LERI1(config-if)#tunnel mpls traffic-eng path-option 10 dynamic
LERI1(config-if)#no routing dynamic

LERI1(config-if)#exit

LER1(config)#int £2/0

LER1(config-if)#ip address 192.168.0.1 255.255.255.0
LER1(config-if)#no shut

LER1(config-if)#ip policy route-map intf00
LER1(config-if)#service-policy input set-expSt
LER1(config-if)#exit

LER1(config)#int £1/0

LER1(config-if)#ip address 10.0.12.1 255.255.255.252
LER1(config-if)#no shut

LER1(config-if)#mpls ip

LER1(config-if)#mpls traffic-eng tunnels
LER1(config-if)#ip rsvp bandwidth 2000 sub-pool 1000
LER1(config-if)#exit

LER1(config)#int f0/0

LER1(config-if)#ip address 10.0.15.1 255.255.255.252
LER1(config-if)#no shut

LER1(config-if)#mpls ip

LER1(config-if)#mpls traffic-eng tunnels
LER1(config-if)#ip rsvp bandwidth 1500
LER1(config-if)#exit
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LERI1(config)#router ospf 1

LER1(config-router)#mpls traffic-eng router-id loopback 0
LER1(config-router)#mpls traffic-eng area 0
LER1(config-router)#router-id 1.1.1.1
LER1(config-router)#network 1.1.1.1 0.0.0.0 area 0
LER1(config-router)#network 10.0.0.0 0.0.255.255 area 0
LER1(config-router)#exit

LERI1(config)#ip route 0.0.0.0 0.0.0.0 null 0
LERI(config)#access-list 101 permit ip any any dscp af22
LERI(config)#access-list 102 permit ip any any dscp default

LERI1(config)#route-map intf00 permit 10
LERI1(config-route-map)#match ip address 101
LER1(config-route-map)#set interface tunnel 1
LER1(config-route-map)#exit
LERI1(config)#route-map intf00 permit 20
LERI1(config-route-map)#match ip address 102
LER1(config-route-map)#set interface tunnel 2
LER1(config-route-map)#exit

LER1(config)#mlps ldp router-id loopbac
LER1(config)#mpls 1dp router-id loopback 0 force
LERI1(config)#end

Configurazione LER2
LER2#conf't

LER2(config)#mpls label range 32 200 static 16 31
LER2(config)#mpls Idp graceful-restart
LER2(config)#mpls traffic-eng tunnels
LER2(config)#multilink bundle-name authenticated

LER2(config)#int loopback 0

LER2(config-if)#ip address 4.4.4.4 255.255.255.255
LER2(config-if)#no shut

LER2(config-if)#exit

LER2(config)#int tunnel 0

LER2(config-if)#ip unnumbered loopback 0
LER2(config-if)#tunnel destination 1.1.1.1
LER2(config-if)#tunnel mode mpls traffic-eng
LER2(config-if)#tunnel mpls traftic-eng priority 7 7
LER2(config-if}#tunnel mpls traffic-eng bandwidth 1500
LER2(config-if)#tunnel mpls traffic-eng path-option 10 dynamic
LER2(config-if)#no routing dynamic

LER2(config-if)#exit

LER2(config)#int tunnel 1

LER2(config-if)#ip unnumbered loopback 0
LER2(config-if)#tunnel destination 1.1.1.1
LER2(config-if)#tunnel mode mpls traffic-eng
LER2(config-if)#tunnel mpls traffic-eng priority 6 6
LER2(config-if)#tunnel mpls traffic-eng bandwidth sub-pool 800
LER2(config-if)#tunnel mpls traffic-eng path-option 10 dynamic

MPLS-DS-TE
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LER2(config-if)}#no routing dynamic
LER2(config-if)#exit

LER2(config)#int £2/0

LER2(config-if)#ip address 192.168.1.1 255.255.255.0
LER2(config-if}#no shut

LER2(config-if)#ip policy route-map intf00
LER2(config-if)#exit

LER2(config)#int £1/0

LER2(config-if)#ip address 10.0.34.2 255.255.255.252
LER2(config-if}#no shut

LER2(config-if}#mpls ip

LER2(config-if)#mpls traffic-eng tunnels
LER2(config-if)#ip rsvp bandwidth 1500
LER2(config-if)#ip rsvp resource-provider none
LER2(config-if)#exit

LER2(config)#router ospf 1

LER2(config-router)#mpls traffic-eng router-id loopback 0

LER2(config-router)#mpls traffic-eng area 0
LER2(config-router)#router-id 4.4.4.4
LER2(config-router)#network 4.4.4.4 0.0.0.0 area 0

LER2(config-router)#network 10.0.0.0 0.0.255.255 area 0

LER2(config-router)#exit
LER2(config)#ip route 0.0.0.0 0.0.0.0 null 0

LER2(config)#access-list 101 permit ip any any dscp af22
LER2(config)#access-list 102 permit ip any any dscp default

LER2(config)#route-map intf00 permit 10
LER2(config-route-map)#match ip address 101
LER2(config-route-map)#set interface tunnel 1
LER2(config-route-map)#exit

LER2(config)#route-map intf00 permit 20
LER2(config-route-map)#match ip address 102
LER2(config-route-map)#set interface tunnel 0
LER2(config-route-map)#exit

LER2(config)#mpls ldp router-id loopback 0 force
LER2(config)#end

Configurazione LSR1
LSR1#conf't

LSR1(config)#mpls traffic-eng tunnels
LSR1(config)#multilink bundle-name authenticated

LSR1(config)#int loopback 0
LSR1(config-if)#ip address 2.2.2.2 255.255.255.255
LSR1(config-if)#exit

LSR1(config)#int {1/0

LSR1(config-if)#ip address 10.0.12.2 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-if)#mpls ip

MPLS-DS-TE
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LSR1(config-if)#mpls traffic-eng tunnels
LSR1(config-if)#ip rsvp bandwidth 2000 sub-pool 1000
LSR1(config-if)#exit

LSR1(config)#int {2/0

LSR1(config-if)#ip address 10.0.23.1 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-if}#mpls ip

LSR1(config-if}#mpls traffic-eng tunnels
LSR1(config-if)#ip rsvp bandwidth 2000 sub

LSR1(config)#mpls traffic-eng tunnels
LSR1(config)#multilink bundle-name authenticated

LSR1(config)#int loopback 0
LSR1(config-if)#ip address 2.2.2.2 255.255.255.255
LSR1(config-if)#exit

LSR1(config)#int {1/0

LSR1(config-if)}#ip address 10.0.12.2 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-ify#mpls traffic-eng tunnels
LSR1(config-if)#ip rsvp bandwidth 2000 sub-pool 1000
LSR1(config-if)#exit

LSR1(config)#int £2/0

LSR1(config-if)#ip address 10.0.23.1 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-ify#mpls traffic-eng tunnels
LSR1(config-if)#ip rsvp bandwidth 2000 sub-pool 1000
LSR1(config-if)#exit

LSR1(config)#router ospf 1

LSR1(config-router)#mpls traffic-eng router-id loopback 0

LSR1(config-router)#mpls traffic-eng area 0
LSR1(config-router)#network 2.2.2.2 0.0.0.0 area 0

LSR1(config-router)#network 10.0.0.0 0.0.255.255 area 0

LSR1(config-router)#end

Configurazione LSR2
LSR2#conf't

LSR2(config)#mpls label range 32 200 static 16 31
LSR2(config)#mpls traffic-eng tunnels
LSR2(config)#multilink bundle-name authenticated
LSR2(config)#mpls ldp graceful-restart

LSR2(config)#int loopback 0
LSR2(config-if)#ip address 3.3.3.3 255.255.255.255
LSR2(config-if)#exit

LSR2(config)#int 10/0
LSR2(config-if)#exit

LSR2(config)#int £1/0
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LSR2(config-if)#ip address 10.0.23.2 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-if)#mpls ip

LSR2(config-if}#mpls traffic-eng tunnels
LSR2(config-if)#ip rsvp bandwidth 2000 sub-pool 1000
LSR2(config-if)#exit

LSR2(config)#int {2/0

LSR2(config-if)#ip address 10.0.34.1 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-ify#mpls ip

LSR2(config-if}#mpls traffic-eng tunnels
LSR2(config-if)#ip rsvp bandwidth 2000 sub-pool 1000
LSR2(config-if)#exit

LSR2(config)#router ospf 1

LSR2(config-router)#mpls traffic-eng router-id loopback 0
LSR2(config-router)#mpls traffic-eng area 0
LSR2(config-router)#network 3.3.3.3 0.0.0.0 area 0
LSR2(config-router)#network 10.0.0.0 0.0.255.255 area 0
LSR2(config-router)#exit

LSR2(config)#end

Configurazione LSR3
LSR3#conf't

LSR3(config)#mpls label range 32 200 static 16 31
LSR3(config)#mpls traffic-eng tunnels
LSR3(config)#multilink bundle-name authenticated
LSR3(config)#mpls Idp graceful-restart

LSR3(config)#int loopback 0
LSR3(config-if)#ip address 5.5.5.5 255.255.255.255
LSR3(config-if)#exit

LSR3(config)#int {1/0

LSR3(config-if)#ip address 10.0.45.2 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-if)#mpls ip

LSR3(config-if)#mpls traffic-eng tunnels
LSR3(config-if)#ip rsvp bandwidth 1500
LSR3(config-if)#exit

LSR3(config)#int £2/0

LSR3(config-if)#ip address 10.0.15.2 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-if)#mpls ip

LSR3(config-if)#mpls traffic-eng tunnels
LSR3(config-if)#ip rsvp bandwidth 1500
LSR3(config-if)#exit

LSR3(config)#router ospf 1
LSR3(config-router)#mpls traffic-eng router-id loopback 0

LSR3(config-router)#mpls traffic-eng area 0
LSR3(config-router)#network 5.5.5.5 0.0.0.0 area 0
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LSR3(config-router)#network 10.0.0.0 0.0.255.255 area 0
LSR3(config-router)#exit
LSR3(config)#end

Configurazione Host1

te@box:~$ sudo su

root@box:~# ip aa 192.168.0.2/24 dev ethl
root@box:~# ip r del default

root@box:~# ip r a default via 192.168.0.1

Configurazione Host2

te@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.1.1

TROUBLESHOOTING da qualunque router MPLS

LSR1#show mpls traffic-eng topology

LSR1#show mpls traffic-eng tunnels

LER1#show mpls traffic-eng link-management advertisements
LER1#debug mpls traffic-eng link-management preemption
LER1#show mpls traffic-eng link-management summary
LER1#show mpls traffic-eng link-management admission-control
LER1#show mpls traffic-eng link-management interfaces
LER1#show mpls traffic-eng link-management bandwidth-allocation
LER1#show ip rsvp reservation

' LER1

int tunnel O
, line protocol is up
Tunnel

ination 4.4.4.4
abel Switching

[ LER1 - =+ X
eng tunnels brief

Periodic I
T IHr L_ HAME D

LS up

4
4
4
1.
1.

I

0 {of 0 r|'|_'i_| F|||J_r'|+ 2, 2
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label 17

f2/0 f1/0

label 16

e~

172.0.0.x/30

loopback0

17
192.168.0.1/32 loopback0

label implicit-null = L 192.168.1.1/32

.10

LSR3

Configurazione LER1
LER1#conf't

LERI1(config)#mpls label range 32 200 static 16 31

LER1(config)#int loopback 0

LERI1(config-if)#ip address 192.168.0.1 255.255.255.255
LER1(config-if)#exit

LERI1(config)#int £1/0

LERI1(config-if)#ip address 172.0.0.1 255.255.255.252
LERI1(config-if)#no shut

LERI1(config-if)#mpls ip

LER1(config-if)#exit

LER1(config)#int £2/0

LER1(config-if)#ip address 172.0.0.9 255.255.255.252
LER1(config-if)#no shut

LER1(config-if)#mpls ip

LER1(config-if)#exit

LER1(config)#ip route 192.168.1.1 255.255.255.255 172.0.0.2

LER1(config)#mpls static binding ipv4 192.168.1.1 255.255.255.255 output 172.0.0.2 16
LER1(config)#exit

Configurazione LER2
LER2#conf't

LER2(config)#mpls label range 32 200 static 16 31

LER2(config)#int loopback 0

LER2(config-if)#ip address 192.168.1.1 255.255.255.255
LER2(config-if)#exit

LER2(config)#int £1/0

LER2(config-if)#ip address 172.0.0.14 255.255.255.252
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LER2(config-if)#no shut

LER2(config-if)#mpls ip

LER2(config-if)#exit

LER2(config)#int £2/0

LER2(config-if)#ip address 172.0.0.17 255.255.255.252
LER2(config-if}#no shut

LER2(config-if#mpls ip

LER2(config-if)#exit

LER2(config)#ip route 192.168.0.1 255.255.255.255 172.0.0.18

LER2(config)#mpls static binding ipv4 192.168.0.1 255.255.255.255 output 172.0.0.18 18
LER2(config)#exit

Configurazione LSR1
LSR1#conf't

LSR1(config)#mpls label range 32 200 static 16 31

LSR1(config)#int f1/0

LSR1(config-if)#ip address 172.0.0.2 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-if)#exit

LSR1(config)#int £2/0

LSR1(config-if)#ip address 172.0.0.5 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-if)#exit

LSR1(config)#mpls static crossconnect 16 FastEthernet2/0 172.0.0.6 17
LSR1(config)#exit

Configurazione LSR2
LSR2#conf't

LSR2(config)#mpls label range 32 200 static 16 31

LSR2(config)#int £1/0

LSR2(config-if)#ip address 172.0.0.6 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-if)#mpls ip

LSR2(config-if)#exit

LSR2(config)#int £2/0

LSR2(config-if)#ip address 172.0.0.13 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-if)#mpls ip

LSR2(config-if)#exit

LSR2(config)#mpls static crossconnect 17 FastEthernet2/0 172.0.0.14 implicit-null
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LSR2(config)#exit

Configurazione LSR3
LSR3#conf't

LSR3(config)#mpls label range 32 200 static 16 31

LSR3(config)#int {1/0

LSR3(config-if)#ip address 172.0.0.10 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-ify#mpls ip

LSR3(config-if)#exit

LSR3(config)#int {2/0

LSR3(config-if)#ip address 172.0.0.18 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-ify#mpls ip

LSR3(config-if)#exit

LSR3(config)#mpls static crossconnect 18 FastEthernet1/0 172.0.0.9 implicit-null
LSR3(config)#exit

b LER1
LER1#traceroute 192,1658.1,1 =source 1592,165.0.1

' LER2

0] 44 m=ec 40 mzec 52 n=ec
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' LER1 - + X

ia a-15
o - O0R, P

Gateway of last

oopbackl

- LER1
ic hinding
oming label: none;

16
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(in LFIE} [Outgoing label iz implicit-null]
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MPLS LDP

label 17

f2/0 f1/0

label 16

e~

172.0.0.x/30

loopback0
192.168.0.1/32

label implicit-null
.10

LSR3

Configurazione LER1
LER1#conf't

LERI1(config)#mpls label range 32 200 static 16 31

LER1(config)#int loopback 0

LERI1(config-if)#ip address 192.168.0.1 255.255.255.255
LER1(config-if)#exit

LERI1(config)#int £1/0

LERI1(config-if)#ip address 172.0.0.1 255.255.255.252
LERI1(config-if)#no shut

LERI1(config-if)#mpls ip

LER1(config-if)#exit

LERI1(config)#int £2/0

LER1(config-if)#ip address 172.0.0.9 255.255.255.252
LER1(config-if)#no shut

LER1(config-if)#mpls ip

LER1(config-if)#exit

LER1(config)#router ospf 1

LER1(config-router)#router-id 1.1.1.1
LER1(config-router)#network 0.0.0.0 255.255.255.255 area 0
LER1(config)#exit

Configurazione LER2
LER2#conf't

LER2(config)#mpls label range 32 200 static 16 31

LER2(config)#int loopback 0

LER2(config-if)#ip address 192.168.1.1 255.255.255.255
LER2(config-if)#exit

LER2(config)#int loopback 1

LER2(config-if)#ip address 192.168.2.1 255.255.255.255
LER2(config-if)#exit

loopback0
192.168.1.1/32
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LER2(config)#int £1/0

LER2(config-if)#ip address 172.0.0.14 255.255.255.252
LER2(config-if)#no shut

LER2(config-if)#mpls ip

LER2(config-if)#exit

LER2(config)#int £2/0

LER2(config-if)#ip address 172.0.0.17 255.255.255.252
LER2(config-if}#no shut

LER2(config-if}#mpls ip

LER2(config-if)#exit

LERI1(config)#router ospf 1

LERI1(config-router)#router-id 1.1.1.2
LERI1(config-router)#network 0.0.0.0 255.255.255.255 area 0
LER2(config)#exit

Configurazione LSR1
LSR1#conf't

LSR1(config)#mpls label range 32 200 static 16 31

LSR1(config)#int f1/0

LSR1(config-if)#ip address 172.0.0.2 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-if)#exit

LSR1(config)#int £2/0

LSR1(config-if)#ip address 172.0.0.5 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-if)#exit

LSR1(config)#router ospf 1

LSR1(config-router)#router-id 2.2.2.1
LSR1(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR1(config)#exit

Configurazione LSR2
LSR2#conf't

LSR2(config)#mpls label range 32 200 static 16 31

LSR2(config)#int £1/0

LSR2(config-if)#ip address 172.0.0.6 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-if)#mpls ip

LSR2(config-if)#exit

LSR2(config)#int £2/0

LSR2(config-if)#ip address 172.0.0.13 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-if)#mpls ip

MPLS-LDP
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LSR2(config-if)#exit

LSR2(config)#router ospf 1

LSR2(config-router)#router-id 2.2.2.2
LSR2(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR2(config)#exit

Configurazione LSR3
LSR3#conf't

LSR3(config)#mpls label range 32 200 static 16 31

LSR3(config)#int {1/0

LSR3(config-if)#ip address 172.0.0.10 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-ify#mpls ip

LSR3(config-if)#exit

LSR3(config)#int 2/0

LSR3(config-if)#ip address 172.0.0.18 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-ify#mpls ip

LSR3(config-if)#exit

LSR3(config)#router ospf 1

LSR3(config-router)#router-id 2.2.2.3
LSR3(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR3(config)#exit

¥ LER1

=eC 3¢ nEec

= LER2

m=2c
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LSR1 LSR2

MPLS network = .5 6 =
2 f2/0 f1/ .13
f1/0 f2/0
LERL 1% eR2
- f1/0 f1/0 a
- 172.0.0.x/30 -
, @ f2/0 f2/0
| loopbacko ! 9 17
5192.163.0.19‘32 i f1/0 ‘I__SRS 2/

LER1#conft
LERI1(config)#mpls label range 32 200 static 16 31
LERI1(config)#mpls traffic-eng tunnels

LER1(config)#int loopback 0

LERI1(config-if)#ip address 192.168.0.1 255.255.255.255
LER1(config-if)#exit

LER1(config)#int loopback 254

LER1(config-if)#ip address 10.0.0.1 255.255.255.255
LER1(config-if)#exit

LERI1(config)#int tunnel 12

LERI1(config-if)#ip unnumbered loopback 254

LERI1(config-if)#tunnel destination 10.0.0.14

LERI1(config-if)#tunnel mode mpls traffic-eng

LERI1(config-if)#tunnel mpls traffic-eng priority 7 7
LER1(config-ify#tunnel mpls traffic-eng bandwidth 200
LER1(config-if)#tunnel mpls traftic-eng path-option 1 explicit name path12
LER1(config-if)#no routing dynamic

LER1(config-if)#exit

LER1(config)#int £1/0

LER1(config-if)#ip address 172.0.0.1 255.255.255.252
LER1(config-if)#no shut

LER1(config-if)#mpls ip

LER1(config-if)#mpls traffic-eng tunnels
LER1(config-if)#ip rsvp bandwidth 1000
LER1(config-if)#exit

LER1(config)#int £2/0

LER1(config-if)#ip address 172.0.0.9 255.255.255.252
LER1(config-if)#no shut

LER1(config-if)#mpls ip

LER1(config-if)#mpls traffic-eng tunnels
LER1(config-if)#ip rsvp bandwidth 1000
LER1(config-if)#exit

LER1(config)#router ospf 1

MPLS-LDP-TE

loopback0
192.168.1.1/32

loopbackl
192.168.2.1/32
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LER1(config-router)#mpls traffic-eng router-id loopback 254
LER1(config-router)#mpls traffic-eng area 0
LER1(config-router)#router-id 10.0.0.1
LER1(config-router)#network 0.0.0.0 255.255.255.255 area 0
LER1(config-router)#exit

LERI1(config)#ip explicit-path name path12 enable
LER1(cfg-ip-expl-path)#next-address 10.0.0.2
LER1(cfg-ip-expl-path)#next-address 10.0.0.6
LER1(cfg-ip-expl-path)#next-address 10.0.0.14
LERI1(cfg-ip-expl-path)#exit

LERI(config)#ip route 192.168.1.1 255.255.255.255 Tunnel12
LERI(config)#end

Configurazione LER2

LER2#conf't

LER2(config)#mpls label range 32 200 static 16 31
LER2(config)#mpls traffic-eng tunnels

LER2(config)#int loopback 0

LER2(config-if)#ip address 192.168.1.1 255.255.255.255
LER2(config-if)#exit

LER2(config)#int loopback 1

LER2(config-if)#ip address 192.168.2.1 255.255.255.255
LER2(config-if)#exit

LER2(config)#int loopback 254

LER2(config-if)#ip address 10.0.0.14 255.255.255.255
LER2(config-if)#exit

LER2(config)#int tunnel 21

LER2(config-if)#ip unnumbered loopback 254
LER2(config-if)#tunnel destination 10.0.0.1
LER2(config-if)#tunnel mode mpls traffic-eng
LER2(config-if)#tunnel mpls traftic-eng priority 7 7
LER2(config-if)#tunnel mpls traffic-eng bandwidth 200
LER2(config-if)#tunnel mpls traffic-eng path-option 1 dynamic
LER2(config-if)#no routing dynamic

LER2(config-if)#exit

LER2(config)#int £1/0

LER2(config-if)#ip address 172.0.0.14 255.255.255.252
LER2(config-if)#no shut

LER2(config-if)#mpls ip

LER2(config-if)#mpls traffic-eng tunnels
LER2(config-if)#ip rsvp bandwidth 1000
LER2(config-if)#exit

LER2(config)#int £2/0

LER2(config-if)#ip address 172.0.0.17 255.255.255.252
LER2(config-if)#no shut

LER2(config-if)#mpls ip

MPLS-LDP-TE
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LER2(config-if)#mpls traffic-eng tunnels
LER2(config-if)#ip rsvp bandwidth 1000
LER2(config-if)#exit

LER2(config)#router ospf 1

LER2(config-router)#mpls traffic-eng router-id loopback 254
LER2(config-router)#mpls traffic-eng area 0
LER2(config-router)#router-id 10.0.0.14
LER2(config-router)#network 0.0.0.0 255.255.255.255 area 0
LER2(config-router)#exit

LER2(config)#ip route 192.168.0.1 255.255.255.255 tunnel 21
LER2(config)#end

Configurazione L.SR1

LSR1#conf't

LSR1(config)#mpls label range 32 200 static 16 31
LSR1(config)#mpls traffic-eng tunnels

LSR1(config)#int loopback 254
LSR1(config-if)#ip address 10.0.0.2 255.255.255.255
LSR1(config-if)#exit

LSR1(config)#int f1/0

LSR1(config-if)#ip address 172.0.0.2 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-ify#mpls ip

LSR1(config-ify#mpls traffic-eng tunnels
LSR1(config-if)#ip rsvp bandwidth 1000
LSR1(config-if)#exit

LSR1(config)#int £2/0

LSR1(config-if)#ip address 172.0.0.5 255.255.255.252
LSR1(config-if)#no shut

LSR1(config-if)#mpls ip

LSR1(config-if)#mpls traffic-eng tunnels
LSR1(config-if)#ip rsvp bandwidth 1000
LSR1(config-if)#exit

LSR1(config)#router ospf 1

LSR1(config-router)#mpls traffic-eng router-id loopback 254
LSR1(config-router)#mpls traffic-eng area 0
LSR1(config-router)#router-id 10.0.0.2
LSR1(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR1(config-router)#exit

LSR1(config)#

Configurazione LSR2

LSR2#conf't

LSR2(config)#mpls label range 32 200 static 16 31
LSR2(config)#mpls traffic-eng tunnels

MPLS-LDP-TE
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LSR2(config)#int loopback 254

LSR2(config-if)#ip address 10.0.0.6 255.255.255.255
LSR2(config-if)#exit

LSR2(config)#int {1/0

LSR2(config-if)#ip address 172.0.0.6 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-ify#mpls ip

LSR2(config-if}#mpls traffic-eng tunnels
LSR2(config-if)#ip rsvp bandwidth 1000
LSR2(config-if)#exit

LSR2(config)#int {2/0

LSR2(config-if)#ip address 172.0.0.13 255.255.255.252
LSR2(config-if)#no shut

LSR2(config-ify#mpls ip

LSR2(config-if}#mpls traffic-eng tunnels
LSR2(config-if)#ip rsvp bandwidth 1000
LSR2(config-if)#exit

LSR2(config)#router ospf 1

LSR2(config-router)#mpls traffic-eng router-id loopback 254
LSR2(config-router)#mpls traffic-eng area 0
LSR2(config-router)#router-id 10.0.0.6
LSR2(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR2(config-router)#exit

LSR2(config)#

Configurazione LSR3

LSR3#conf't

LSR3(config)#mpls label range 32 200 static 16 31
LSR3(config)#mpls traffic-eng tunnels

LSR3(config)#interface loopback 254
LSR3(config-if)#ip address 10.0.0.10 255.255.255.255
LSR3(config-if)#exit

LSR3(config)#int {1/0

LSR3(config-if)#ip address 172.0.0.10 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-if)#mpls ip

LSR3(config-if)#mpls traffic-eng tunnels
LSR3(config-if)#ip rsvp bandwidth 1000
LSR3(config-if)#exit

LSR3(config)#int £2/0

LSR3(config-if)#ip address 172.0.0.18 255.255.255.252
LSR3(config-if)#no shut

LSR3(config-if)#mpls ip

LSR3(config-if)#mpls traffic-eng tunnels
LSR3(config-if)#ip rsvp bandwidth 1000
LSR3(config-if)#exit

LSR3(config)#router ospf 1

MPLS-LDP-TE
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LSR3(config-router)#mpls traffic-eng router-id loopback 254
LSR3(config-router)#mpls traffic-eng area 0
LSR3(config-router)#router-id 10.0.0.10
LSR3(config-router)#network 0.0.0.0 255.255.255.255 area 0
LSR3(config-router)#exit

LSR3(config)#

> LER1

I L T p——

=EC JL M=EeC

H

|:'|I|I|::1:| :
bw(5]:
|:II|I|:h:|

bw[7]:

--More-- [
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{ = LER1 - + X
V| ER1#=hiow mpls traffic-eng tunnels

Hij. LEPl _t12 {(Tunnell?) Destination: 10,0,0,14

Oper: up Path: valid nalling: connected

iz for Setup, path weight 3)

Global) Prioritu: 7 7 Affindity: Ox=0/0<FFFF

lown? dizabled Loadshare: 200 bu-hazed

, Ak

. Dét 10,0,0,14, Tun_Id 12, Tun_Instance 46
0.5 172,0,0,6 172,0,0,13
khits, burst=1000 bytes, pesk rete=200 khits

chits, burst=1000 butes, peak rate shits

2 7 ominutes, 59 seconds

gnalled, connection iz up
A0, implicit-rull

" LER1

1, metric 0 (connected)

_;ia Tunne 112

1, traffic share count is 1
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BGP LAB DEFAULT

o - el
- Transit domain ~-

s AS 200 A
iBGP loopback interface R.R.R.R Y

= OSPF \

Stub domain

AS 100 Stub domain

AS 600

R6
N 1oj,o.55 o0,
Fo;iy’ fo/0 a

’ /
0.0.34.0/30 Lo2 140.0.2.0/24 Lo2 160.0.2.0/24
on R4 Pig Lo3 160.0.3.0/24
-

10.0.
R1

i 1
fo/0
fo/1

1

Lo2 110.0.2.0/24
Lo3 110.0.3.0/24  10.0.13

-
-
Sm—— —_——

10.0.37.0/30

.2 /fo/o
R7
- Lo2 170.0.2.0/24
. Lo3 170.0.3.0/24
AS 700
Stub domain

//Configuriamo le interfacce dei router//

R1#conf't

R1(config)#int f0/0

R1(config-if)#ip address 10.0.12.1 255.255.255.252
R1(config-if)#no shut

R1(config-if)#int f0/1

R1(config-if)#ip address 10.0.13.1 255.255.255.252
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int loopback 2

R1(config-if)#ip address 110.0.2.1 255.255.255.0
R1(config-if)#exit

R1(config)#int loopback 3

R1(config-if)#ip address 110.0.3.1 255.255.255.0
R1(config-if)#exit

R1(config)#

R2#conf't

R2(config)#int 0/0

R2(config-if)#ip address 10.0.12.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int 10/1

R2(config-if)#ip address 10.0.24.1 255.255.255.252
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int loopback 1

R2(config-if)#ip address 2.2.2.2 255.255.255.255
R2(config-if)#exit
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R2(config)#

R3#conf't

R3(config)#int f0/0

R3(config-if)#ip address 10.0.13.2 255.255.255.252
R3(config-if}#no shut

R3(config-if)#exit

R3(config)#int 10/1

R3(config-if)#ip address 10.0.34.1 255.255.255.252
R3(config-if}#no shut

R3(config-if)#exit

R3(config)#int £1/0

R3(config-if)#ip address 10.0.37.1 255.255.255.252
R3(config-if)y#no shut

R3(config-if)#exit

R3(config)#int loopback 1

R3(config-if)#ip address 3.3.3.3 255.255.255.255
R3(config-if)#exit

R3(config)#

R4#conf't

R4(config)#int f0/0

R4(config-if)#ip address 10.0.24.2 255.255.255.252
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#int f0/1

R4(config-if)#ip address 10.0.34.2 255.255.255.252
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#int £1/0

R4(config-if)#ip address 10.0.45.1 255.255.255.252
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#int loopback 1

R4(config-if)#ip address 4.4.4.4 255.255.255.255
R4(config-if)#exit

R4(config)#int loopback 2

R4(config-if)#ip address 140.0.2.1 255.255.255.0
R4(config-if)#exit

R4(config)#

R5#conf't

R5(config)#int 10/0

R5(config-if)#ip address 10.0.45.2 255.255.255.252
R5(config-if)#no shut

R5(config-if)#exit

R5(config)#int 10/1

R5(config-if)#ip address 10.0.56.1 255.255.255.252
R5(config-if)#no shut

R5(config-if)#exit

R5(config)#int loopback 1

BGP DEFAULT
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R5(config-if)#ip address 5.5.5.5 255.255.255.255
R5(config-if)#exit
R5(config)#

Ré6#conf't

R6(config)#int f0/0

R6(config-if)#ip address 10.0.56.2 255.255.255.252
R6(config-if)y#no shut

R6(config-if)#exit

R6(config)#int loopback 2

R6(config-if)#ip address 160.0.2.1 255.255.255.0
R6(config-if)#exit

R6(config)#int loopback 3

R6(config-if)#ip address 160.0.3.1 255.255.255.0
R6(config-if)#exit

R6(config)#

R7#conf't

R7(config)#int f0/0

R7(config-if)#ip address 10.0.37.2 255.255.255.252
R7(config-if)#no shut

R7(config-if)#exit

R7(config)#int loopback 2

R7(config-if)#ip address 170.0.2.1 255.255.255.0
R7(config-if)#exit

R7(config)#int loopback 3

R7(config-if)#ip address 170.0.3.1 255.255.255.0
R7(config-if)#exit

R7(config)#end

//siccome la velocita delle interfacce a cui sono collegate, le interfacce f1/0 dei router R3 e R4, ¢
differente, bisogna dare il seguente commando//

////altrimenti comparirebbe il messaggio della figura sottostante//

R3(config)#int £1/0

R3(config-if)#speed 10

R3(config-if)#half-duplex

R3(config-if)#exit

R3(config)#

R4(config)#int £1/0
R4(config-if)#speed 10
R4(config-if)#half-duplex
R4(config-if)#exit
:*:Hérl 1 I:II:"I*.il':i:.-:l._jijE..T-"; #L0P- HTC = mizmatch di red o Fast
Etherne - -

Rd{conf

:[ZII_IF'LEZl-i_I'1IE:I'1|'-"|TI::H: dupl iatch dizcovered on Fast

1, with F5 FastEtherne

w mizmatch di: red on Fast
S0 (thalf duples)
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//configuriamo OSPF all'interno dell’AS-200//
R2(config)#router ospf 1
R2(config-router)#network 2.2.2.2 0.0.0.0 area 0
R2(config-router)#network 10.0.24.1 0.0.0.0 area 0
R2(config-router)#exit

R2(config)#

R3(config)#router ospf 1
R3(config-router)#network 3.3.3.3 0.0.0.0 area 0
R3(config-router)#network 10.0.34.1 0.0.0.0 area 0
R3(config-router)#exit

R3(config)#

R4(config)#router ospf 1

R4(config-router)#network 4.4.4.4 0.0.0.0 area 0
R4(config-router)#network 10.0.0.0 0.0.255.255 area 0
R4(config-router)#exit

R4(config)#

R5(config)#router ospf 1
R5(config-router)#network 5.5.5.5 0.0.0.0 area 0
R5(config-router)#network 10.0.45.2 0.0.0.0 area 0
R5(config-router)#exit

R5(config)#

R2#traceroute 5.5.5.5 source 2.2.22

E oom e PR R R
O,0 SOUrCe 2,2 .28 .8

timeout iz 2 =ec

=1H oy = I I R
]

brett
3|
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R4#show ip neighbor
RFd#=show ip ospf neighbor

Pri  5ta e ar » Adc Interface

1
1
1

//configuriamo BGP/

R1(config)#router bgp 100

R1(config-router)#net

R1(config-router)#network 110.0.2.0 mask 255.255.255.0
R1(config-router)#network 110.0.3.0 mask 255.255.255.0
R1(config-router)#neighbor 10.0.12.2 remote-as 200
R1(config-router)#exit

R1(config)#

R2(config)#router bgp 200

R2(config-router)#neighbor 3.3.3.3 remote-as 200
R2(config-router)#neighbor 3.3.3.3 update-source loopbackl
R2(config-router)#neighbor 3.3.3.3 next-hop-self
R2(config-router)#neighbor 4.4.4.4 remote-as 200
R2(config-router)#neighbor 4.4.4.4 update-source loopback1
R2(config-router)#neighbor 4.4.4.4 next-hop-self
R2(config-router)#neighbor 5.5.5.5 remote-as 200
R2(config-router)#neighbor 5.5.5.5 update-source loopback1
R2(config-router)#neighbor 5.5.5.5 next-hop-self
R2(config-router)#neighbor 10.0.12.1 remote-as 100
R2(config-router)#exit

R2(config)#

R3(config)#router bgp 200

R3(config-router)#neighbor 2.2.2.2 remote-as 200
R3(config-router)#neighbor 2.2.2.2 update-source loopbackl
R3(config-router)#neighbor 2.2.2.2 next-hop-self
R3(config-router)#neighbor 4.4.4.4 remote-as 200
R3(config-router)#neighbor 4.4.4.4 update-source loopback1
R3(config-router)#neighbor 4.4.4.4 next-hop-self
R3(config-router)#neighbor 5.5.5.5 remote-as 200
R3(config-router)#neighbor 5.5.5.5 update-source loopback1
R3(config-router)#neighbor 5.5.5.5 next-hop-self
R3(config-router)#neighbor 10.0.37.2 remote-as 700
R3(config-router)#exit

R3(config)#

R4(config)#router bgp 200

R4(config-router)#network 140.0.2.0 mask 255.255.255.0
R4(config-router)#neighbor 2.2.2.2 remote-as 200
R4(config-router)#neighbor 2.2.2.2 update-source loopback1
R4(config-router)#neighbor 3.3.3.3 remote-as 200
R4(config-router)#neighbor 3.3.3.3 update-source loopback1
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R4(config-router)#neighbor 5.5.5.5 remote-as 200
R4(config-router)#neighbor 5.5.5.5 update-source loopbackl
R4(config-router)#exit

R4(config)#

R5(config)#router bgp 200

R5(config-router)#neighbor 2.2.2.2 remote-as 200
R5(config-router)#neighbor 2.2.2.2 update-source loopbackl
R5(config-router)#neighbor 2.2.2.2 next-hop-self
R5(config-router)#neighbor 3.3.3.3 remote-as 200
R5(config-router)#neighbor 3.3.3.3 update-source loopback1
R5(config-router)#neighbor 3.3.3.3 next-hop-self
R5(config-router)#neighbor 4.4.4.4 remote-as 200
R5(config-router)#neighbor 4.4.4.4 update-source loopbackl
R5(config-router)#neighbor 4.4.4.4 next-hop-self
R5(config-router)#neighbor 10.0.56.2 remote-as 600
R5(config-router)#exit

R5(config)#

R6(config)#router bgp 600

R6(config-router)#network 160.0.2.0 mask 255.255.255.0
R6(config-router)#network 160.0.3.0 mask 255.255.255.0
R6(config-router)#neighbor 10.0.56.1 remote-as 200
R6(config-router)#exit

R6(config)#

R7(config)#router bgp 700

R7(config-router)#network 170.0.2.0 mask 255.255.255.0
R7(config-router)#network 170.0.3.0 mask 255.255.255.0
R7(config-router)#neighbor 10.0.37.1 remote-as 200
R7(config-router)#exit

R7(contig)#

R1#traceroute 160.0.2.1 source 110.0.2.1
Ri#traceroute 160,0,2.1 source 110,0.,2.1

Tup guehce to
Tra ute to 1A0

I

: rate iz 100 percent (5/5), round-trip minfave/ma= = B0,

BGP DEFAULT
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R2#show ip route

F-RIP, M - mohile
nal, O - OSFF, IA

5, FastEthernet():

5, FastEthernetl/1

7, FastEtherneti/1
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BGP LAB PREPEND

L’ AS path prepending serve a determinare il best path per I'inbound traffic. Sapendo che il percorso
utilizzato ¢ sempre quello che attraversa il minor numero di AS, la tecnica consiste nell’iniettare piu

volte nell”’ AS path il proprio AS per i percorsi da discriminare.

———————
— ~—~a
-

,,/” Transit domain """-..\
Y
e AS 200 AN
- ;’Rz iBGP loopback interface R.R.R.R \\
Stub domain A \\ .
St i
B 10.0 OSPF \ oo comam
RL 1| AS 600
B R6
fo/0 , 10/0.560/30  , _
1 fo/1/ £0/0
Lo2 110.0.2.0/24 . /f
L03110.0.3.0/24  10.0.13}0/ 0.0.38.030 Loz 140.0.2.0/24 Lo2 160.0.2.0/24
3 = g Lo3 160.0.3.0/24
S -_’f’,
10.0.37.0/30
.2 ffoj0
R7
- Lo2 170.0.2.0/24
. Lo3 170.0.3.0/24
AS 700
Stub domain

Ydall'esercizio di prima copiamo le configurazioni delle interfacce e OSPF//

//Configuriamo le interfacce dei router//

R1#conf't

R1(config)#int f0/0

R1(config-if)#ip address 10.0.12.1 255.255.255.252
R1(config-if)#no shut

R1(config-if)#int f0/1

R1(config-if)#ip address 10.0.13.1 255.255.255.252
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int loopback 2

R1(config-if)#ip address 110.0.2.1 255.255.255.0
R1(config-if)#exit

R1(config)#int loopback 3

R1(config-if)#ip address 110.0.3.1 255.255.255.0
R1(config-if)#exit

R1(config)#

R2#conf't

R2(config)#int f0/0

R2(config-if)#ip address 10.0.12.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int {0/1

R2(config-if)#ip address 10.0.24.1 255.255.255.252
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R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int loopback 1

R2(config-if)#ip address 2.2.2.2 255.255.255.255
R2(config-if)#exit

R2(config)#

R3#conf't

R3(config)#int f0/0

R3(config-if)#ip address 10.0.13.2 255.255.255.252
R3(config-if}#no shut

R3(config-if)#exit

R3(config)#int 10/1

R3(config-if)#ip address 10.0.34.1 255.255.255.252
R3(config-if)y#no shut

R3(config-if)#exit

R3(config)#int £1/0

R3(config-if)#ip address 10.0.37.1 255.255.255.252
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#int loopback 1

R3(config-if)#ip address 3.3.3.3 255.255.255.255
R3(config-if)#exit

R3(config)#

Ré4#conf't

R4(config)#int f0/0

R4(config-if)#ip address 10.0.24.2 255.255.255.252
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#int 10/1

R4(config-if)#ip address 10.0.34.2 255.255.255.252
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#int £1/0

R4(config-if)#ip address 10.0.45.1 255.255.255.252
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#int loopback 1

R4(config-if)#ip address 4.4.4.4 255.255.255.255
R4(config-if)#exit

R4(config)#int loopback 2

R4(config-if)#ip address 140.0.2.1 255.255.255.0
R4(config-if)#exit

R4(config)#

R5#conf't

R5(config)#int f0/0

R5(config-if)#ip address 10.0.45.2 255.255.255.252
R5(config-if)#no shut

R5(config-if)#exit

BGP PREPEND
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R5(config)#int 10/1

R5(config-if)#ip address 10.0.56.1 255.255.255.252
R5(config-if)#no shut

R5(config-if)#exit

R5(config)#int loopback 1

R5(config-if)#ip address 5.5.5.5 255.255.255.255
R5(config-if)#exit

R5(config)#

Ré6#conf't

R6(config)#int f0/0

R6(config-if)#ip address 10.0.56.2 255.255.255.252
R6(config-if)y#no shut

R6(config-if)#exit

R6(config)#int loopback 2

R6(config-if)#ip address 160.0.2.1 255.255.255.0
R6(config-if)#exit

R6(config)#int loopback 3

R6(config-if)#ip address 160.0.3.1 255.255.255.0
R6(config-if)#exit

R6(config)#

R7#conf't

R7(config)#int f0/0

R7(config-if)#ip address 10.0.37.2 255.255.255.252
R7(config-if)#no shut

R7(config-if)#exit

R7(config)#int loopback 2

R7(config-if)#ip address 170.0.2.1 255.255.255.0
R7(config-if)#exit

R7(config)#int loopback 3

R7(config-if)#ip address 170.0.3.1 255.255.255.0
R7(config-if)#exit

R7(contig)#end

BGP PREPEND

//siccome la velocita delle interfacce a cui sono collegate, le interfacce f1/0 dei router R3 e R4, é

differente, bisogna dare il seguente commando//

////altrimenti comparirebbe il messaggio della figura sottostante//

R3(config)#int £1/0
R3(config-if)#speed 10
R3(config-if)#half-duplex
R3(config-if)#exit
R3(config)#

R4(config)#int £1/0
R4(config-if)#speed 10
R4(config-if)#half-duplex
R4(config-if)#exit
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: 3COP-4-[ ¥ _MISHATCH: dup
duplex), with B9 FastEthern

43,309+ RCOP

red on Fast

//configuriamo OSPF all'interno dell’AS-200//
R2(config)#router ospf 1
R2(config-router)#network 2.2.2.2 0.0.0.0 area 0
R2(config-router)#network 10.0.24.1 0.0.0.0 area 0
R2(config-router)#exit

R2(config)#

R3(config)#router ospf 1
R3(config-router)#network 3.3.3.3 0.0.0.0 area 0
R3(config-router)#network 10.0.34.1 0.0.0.0 area 0
R3(config-router)#exit

R3(config)#

R4(config)#router ospf 1

R4(config-router)#network 4.4.4.4 0.0.0.0 area 0
R4(config-router)#network 10.0.0.0 0.0.255.255 area 0
R4(config-router)#network 140.0.2.1 0.0.0.0 area 0
R4(config-router)#exit

R4(config)#

R5(config)#router ospf 1
R5(config-router)#network 5.5.5.5 0.0.0.0 area 0
R5(config-router)#network 10.0.45.2 0.0.0.0 area 0
R5(config-router)#exit

R5(config)#

//configuriamo BGP//

R1(config)#router bgp 100

R1(config-router)#network 110.0.2.0 mask 255.255.255.0
R1(config-router)#network 110.0.3.0 mask 255.255.255.0
R1(config-router)#neighbor 10.0.12.2 remote-as 200
R1(config-router)#neighbor 10.0.12.2 PREPEND200 in
R1(config-router)#neighbor 10.0.13.2 remote-as 200
R1(config-router)#exit

R1(config)#

R2(config)#router bgp 200

R2(config-router)#neighbor 3.3.3.3 remote-as 200
R2(config-router)#neighbor 3.3.3.3 update-source loopback1
R2(config-router)#neighbor 3.3.3.3 next-hop-self
R2(config-router)#neighbor 4.4.4.4 remote-as 200
R2(config-router)#neighbor 4.4.4.4 update-source loopback1
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R2(config-router)#neighbor 4.4.4.4 next-hop-self
R2(config-router)#neighbor 5.5.5.5 remote-as 200
R2(config-router)#neighbor 5.5.5.5 update-source loopbackl
R2(config-router)#neighbor 5.5.5.5 next-hop-self
R2(config-router)#neighbor 10.0.12.1 remote-as 100
R2(config-router)#exit

R2(config)#

R3(config)#router bgp 200

R3(config-router)#neighbor 2.2.2.2 remote-as 200
R3(config-router)#neighbor 2.2.2.2 update-source loopbackl
R3(config-router)#neighbor 2.2.2.2 next-hop-self
R3(config-router)#neighbor 4.4.4.4 remote-as 200
R3(config-router)#neighbor 4.4.4.4 update-source loopbackl
R3(config-router)#neighbor 4.4.4.4 next-hop-self
R3(config-router)#neighbor 5.5.5.5 remote-as 200
R3(config-router)#neighbor 5.5.5.5 update-source loopback1
R3(config-router)#neighbor 5.5.5.5 next-hop-self
R3(config-router)#neighbor 10.0.13.1 remote-as 100
R3(config-router)#neighbor 10.0.37.2 remote-as 700
R3(config-router)#exit

R3(config)#

R4(config)#router bgp 200

R4(config-router)#network 140.0.2.0 mask 255.255.255.0
R4(config-router)#neighbor 2.2.2.2 update-source loopback1
R4(config-router)#neighbor 3.3.3.3 remote-as 200
R4(config-router)#neighbor 3.3.3.3 update-source loopback1
R4(config-router)#neighbor 5.5.5.5 remote-as 2
R4(config-router)#neighbor 5.5.5.5 remote-as 200
R4(config-router)#neighbor 5.5.5.5 update-source loopback1
R4(config-router)#exit

R4(config)#

R5(config)#router bgp 200

R5(config-router)#neighbor 2.2.2.2 remote-as 200
R5(config-router)#neighbor 2.2.2.2 update-source loopbackl
R5(config-router)#neighbor 2.2.2.2 next-hop-self
R5(config-router)#neighbor 3.3.3.3 remote-as 200
R5(config-router)#neighbor 3.3.3.3 update-source loopback1
R5(config-router)#neighbor 3.3.3.3 next-hop-self
R5(config-router)#neighbor 4.4.4.4 remote-as 200
R5(config-router)#neighbor 4.4.4.4 update-source loopbackl
R5(config-router)#neighbor 4.4.4.4 next-hop-self
R5(config-router)#neighbor 10.0.56.2 remote-as 600
R5(config-router)#exit

R5(config)#

R6(config)#router bgp 600
R6(config-router)#network 160.0.2.0 mask 255.255.255.0
R6(config-router)#network 160.0.3.0 mask 255.255.255.0

BGP PREPEND
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R6(config-router)#neighbor 10.0.56.1 remote-as 200
R6(config-router)#exit
R6(config)#

R7(config)#router bgp 700

R7(config-router)#network 170.0.2.0 mask 255.255.255.0
R7(config-router)#network 170.0.3.0 mask 255.255.255.0
R7(config-router)#neighbor 10.0.37.1 remote-as 200
R7(config-router)#exit

R7(config)#

Configuriamo le route-map PREPEND

R1(config)#route-map PREPEND200 permit 10
R1(config-route-map)#set as-path prepend 200 200 200
R1(config-route-map)#exit

R1(config)#route-map PREPEND200 permit 20
R1(config-route-map)#exit

zequence 10

//vediamo I’applicazione del prepend con la ripetizione del 200 200 200//
— R1

» hbest, 1 - internal,
- incompl
Metric LocPef |
0
8]

//con I’applicazione del prepend abbiamo obbligato il percorso a passare per R3 e non R2, ossia il
percorso piu corto//
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Ri#traceroute 160,0,2,1 source 110,0,2,1

Ty
Trrar

gquence to g

ute to 110,

|-._-'I-_'I
= I ] B
|

- .

Appunti scritti dallo studente Fattoruso Paolo Pag. 73



BGP LOCPREF

BGPlab_LOCPREF_ACCESSLIST

Determina il best path per ’outbound traffic. Percorsi con local preference maggiore vincono
(default:100).

Yriprendiamo il laboratorio di prima (fino al BGP) e modifichiamo/aggiungiamo//

R1(config)#router bgp 100

R1(config-router)#network 110.0.2.0 mask 255.255.255.0
R1(config-router)#network 110.0.3.0 mask 255.255.255.0
R1(config-router)#neighbor 10.0.12.2 remote-as 200
R1(config-router)#neighbor 10.0.12.2 LOCPREFI in
R1(config-router)#neighbor 10.0.13.2 remote-as 200
R1(config-router)#neighbor 10.0.13.2 LOCPREF2 in
R1(config-router)#exit

R1(config)#

Configuriamo le route-map LOCPREF

R1(config)#route-map LOCPREF1 permit 10
R1(config-route-map)#set local-preference 900
R1(config-route-map)#exit
R1(config)#route-map LOCPREF1 permit 20
R1(config-route-map)#exit

R1(config)#route-map LOCPREF2 permit 10
R1(config-route-map)#set local-preference 800
R1(config-route-map)#exit
R1(config)#route-map LOCPREF2 permit 20
R1(config-route-map)#exit

=how route-nap

Facciamo un traceroute ed il percorso scelto sara quello con il LOCPREF avente preference piu alto
(in questo caso LOCPREF1 con preference 900)
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Ri#traceroute 160,0,2.1 source 110,0.2.1

Tup
Tra

1
e
P14
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BGPlab_MED

Il MED ‘e uno dei metodi per determinare il best path per I’inbound traffic. Nel caso del MED
vince il path con metrica minore.

Veontinuazione lab BGP DEFAULT/Y

R1#conf't

R1(config)#router bgp 100

R1(config-router)#neighbor 10.0.12.2 route-map MED100R2 out
R1(config-router)#neighbor 10.0.13.2 route-map MED100R3 out
R1(config-router)#exit

R1(config)#route-map MED100R3 permit 10
R1(config-route-map)#set metric 700
R1(config-route-map)#exit

R1(config)#route-map MED100R3 permit 100
R1(config-route-map)#exit

R1(config)#route-map MED100R2 permit 10
R1(config-route-map)#set metric 300
R1(config-route-map)#exit

R1(config)#route-map MED100R2 permit 100
R1(config-route-map)#exit

permit, sequence 10

g matches:
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BGP POLICY

,/"E-S:l?)ﬁ"“"\

y ~
/ loD 160.0.40.0/24 \,

Provider

customer-provider
10.0.24.0/30

customer-provider

10.0.34.0/30
customer-provider (10.0.14.0/30

———
-~ f1,fo a0 TN

/ 5 s / : \
== _\‘.\/‘ e ror \ 0030/ o 25 \
. é -
\ ]
X !/

/

AS200 jf peer-peer peer peer‘\ - cs
\\Ioo 160.0.20.0/2a 7 \ AS100 ’.’ \ AS300
\..‘_ ’/ \\!00 160.0.10.0/24 » \l\o.O 160.0.30.0/24 »
— — — - ~ o "“-.__.___‘__/

T —

Configurazione Provider
PROVIDER#conf't

PROVIDER(config)#int loopback 0
PROVIDER(config-if)#ip address 160.0.40.1 255.255.255.0
PROVIDER(config-if)#exit

PROVIDER(config)#int 10/0

PROVIDER(config-if)#ip address 10.0.24.2 255.255.255.252
PROVIDER(config-if)#no shut

PROVIDER(config-if)#exit

PROVIDER(config)#int 10/1

PROVIDER(config-if)#ip address 10.0.34.2 255.255.255.252
PROVIDER(config-if)#no shut

PROVIDER(config-if)#exit

PROVIDER(config)#int f1/0

PROVIDER(config-if)#ip address 10.0.14.2 255.255.255.252
PROVIDER(config-if)#no shut

PROVIDER(config-if)#exit

PROVIDER(config)#router bgp 400
PROVIDER(config-router)#network 160.0.40.0 mask 255.255.255.0
PROVIDER(config-router)#neighbor 10.0.14.1 remote-as 100
PROVIDER(config-router)#neighbor 10.0.24.1 remote-as 200
PROVIDER(config-router)#neighbor 10.0.34.1 remote-as 300
PROVIDER(config-router)#end

Configurazione C1
Cl#conf't

C1(config)#int loopback 0
C1(config-if)#ip address 160.0.10.1 255.255.255.0
C1(config-if)#exit
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Cl(config)#int f0/0

Cl(config-if)#ip address 10.0.31.2 255.255.255.252
Cl(config-if)#no shut

Cl(config-if)#exit

Cl(config)#int 10/1

Cl(config-if)#ip address 10.0.21.2 255.255.255.252
Cl(config-ify#no shut

Cl(config-if)#exit

Cl(config)#int £1/0

Cl(config-if)#ip address 10.0.14.1 255.255.255.252
Cl(config-ify#no shut

Cl(config-if)#exit

Cl(config)#router bgp 100

Cl(config-router)#network 160.0.10.0 mask 255.255.255.0

Cl(config-router)#neighbor 10.0.14.2 remote-as 400

Cl(config-router)#neighbor 10.0.14.2 route-map forprovider out

Cl(config-router)#neighbor 10.0.21.1 remote-as 200

Cl(config-router)#neighbor 10.0.21.1 route-map forpeer out

Cl(config-router)#neighbor 10.0.31.1 remote-as 300

Cl(config-router)#neighbor 10.0.31.1 route-map forpeer out

C1(config-router)#exit

Cl(config)#route-map forpeer permit 10
C1(config-route-map)#match as-path 10
C1(config-route-map)#exit

Cl(config)#route-map forprovider permit 10
C1(config-route-map)#match as-path 10
C1(config-route-map)#end

Configurazione C2
C2#conf't

C2(config)#int loopback 0
C2(config-if)#ip address 160.0.20.1 255.255.255.0
C2(config-if)#exit

C2(config)#int f0/0

C2(config-if)#ip address 10.0.24.1 255.255.255.252
C2(config-if)#no shut

C2(config-if)#exit

C2(config)#int f0/1

C2(config-if)#ip address 10.0.21.1 255.255.255.252
C2(config-if)#no shut

C2(config-if)#exit

C2(config)#router bgp 200

C2(config-router)#network 160.0.20.0 mask 255.255.255.0

C2(config-router)#neighbor 10.0.21.2 remote-as 100

C2(config-router)#neighbor 10.0.21.2 route-map forpeer out

C2(config-router)#neighbor 10.0.24.2 remote-as 400

C2(config-router)#neighbor 10.0.24.2 route-map forprovider out

BGP POLICY
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C2(config-router)#exit
C2(config)#ip as-path access-list 10 permit *$

C2(config)#route-map forpeer permit 10
C2(config-route-map)#match as-path 10
C2(config-route-map)#exit

C2(config)#route-map forprovider permit 10
C2(config-route-map)#match as-path 10
C2(config-route-map)#end

Configurazione C3
C3#conf't

C3(config)#int loopback 0
C3(config-if)#ip address 160.0.30.1 255.255.255.0
C3(config-if)#exit

C3(config)#int f0/0

C3(config-if)#ip address 10.0.34.1 255.255.255.252
C3(config-if)#no shut

C3(config-if)#exit

C3(config)#int 10/1

C3(config-if)#ip address 10.0.31.1 255.255.255.252
C3(config-if)#no shut

C3(config-if)#exit

C3(config)#router bgp 300

C3(config-router)#network 160.0.30.0 mask 255.255.255.0
C3(config-router)#neighbor 10.0.31.2 remote-as 100
C3(config-router)#neighbor 10.0.31.2 route-map forpeer out
C3(config-router)#neighbor 10.0.34.2 remote-as 400
C3(config-router)#neighbor 10.0.34.2 route-map forprovider
C3(config-router)#neighbor 10.0.34.2 route-map forprovider out
C3(config-router)#exit

C3(config)#ip as-path access-list 10 permit *$

C3(config)#route-map forpeer permit 10
C3(config-route-map)#match as-path 10
C3(config-route-map )#exit

C3(config)#route-map forprovider permit 10
C3(config-route-map)#match as-path 10
C3(config-route-map)#end

Il provider verso C1
b Provider

4, verzion 5

Jit—IP—HDutiﬂg—Table}

10,0,14,1 from 10,0,14,1 {160,0,10,1)
Origin IGP, metric O, localpref 100, valid, ewxternal, best
Prowider #.
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Dai customer al provider (in questo caso C1-provider)

g
ing-Tahled

id, external, hest

I._.I,.' 2 from 10,0,14
Origin IGP, localpref

, wvalid, external, hbest

Da C2 aC3 o0 C3 aC2 (in questo caso C2 a C3)
¥ c2

, external, best
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BGP POLICY COMMUNITY
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Configurazione delle interfacce

Cl#conf't

C1(config)#int loopback 0

Cl(config-if)#ip address 160.0.10.1 255.255.255.0
Cl(config-if)#exit

Cl(config)#int f0/0

Cl(config-if)#ip address 10.0.31.2 255.255.255.252
Cl(config-if)#no shut

Cl(config-if)#exit

Cl(config)#int £1/0

Cl(config-if)#ip address 10.0.14.1 255.255.255.252
C1(config-if)#no shut

C1(config-if)#exit

Cl(config)#int f0/1

Cl(config-if)#ip address 10.0.21.2 255.255.255.252
C1(config-if)#no shut

Cl(config-if)#exit

C1(config)#int £2/0

C1(config-if)#ip address 10.0.16.1 255.255.255.252
C1(config-if)#no shut

C1(config-if)#speed 10

C1(config-if)#half-

C1(config-if)#half-duplex

C1(config-if)#exit

C2#conf't

C2(config)#int loopback 0

C2(config-if)#ip address 160.0.20.1 255.255.255.0
C2(config-if)#exit

C2(config)#int f0/0
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C2(config-if)#ip address 10.0.24.1 255.255.255.252
C2(config-if)#no shut

C2(config-if)#exit

C2(config)#int 10/1

C2(config-if)#ip address 10.0.21.1 255.255.255.252
C2(config-ify#no shut

C2(config-if)#exit

C2(config)#int £1/0

C2(config-if)#ip address 10.0.25.1 255.255.255.252
C2(config-ify#no shut

C2(config-if)#speed 10

C2(config-if)#half-duplex

C2(config-if)#exit

C3#conf't

C3(config)#int loopback 0

C3(config-if)#ip address 160.0.30.1 255.255.255.0
C3(config-if)#exit

C3(config)#int f0/0

C3(config-if)#ip address 10.0.34.1 255.255.255.252
C3(config-if)#no shut

C3(config-if)#exit

C3(config)#int 10/1

C3(config-if)#ip address 10.0.31.1 255.255.255.252
C3(config-if)#no shut

C3(config-if)#exit

C3(config)#int £1/0

C3(config-if)#ip address 10.0.37.1 255.255.255.252
C3(config-if)#no shut

C3(config-if)#speed 10

C3(config-if)#half-duplex

C3(config-if)#exit

Provider#conf't

Provider(config)#int loopback 0

Provider(config-if)#ip address 160.0.40.1 255.255.255.0
Provider(config-if)#exit

Provider(config)#int f0/0

Provider(config-if)#ip address 10.0.24.2 255.255.255.252
Provider(config-if)#no shut

Provider(config-if)#exit

Provider(config)#int f1/0

Provider(config-if)#ip address 10.0.14.2 255.255.255.252
Provider(config-if)#no shut

Provider(config-if)#exit

Provider(config)#int f0/1

Provider(config-if)#ip address 10.0.34.2 255.255.255.252
Provider(config-if)#no shut

Provider(config-if)#exit

R5#conf't
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R5(config)#int loopback 0

R5(config-if)#ip address 160.0.50.1 255.255.255.0
R5(config-if)#exit

R5(config)#int f0/0

R5(config-if)#ip address 10.0.25.2 255.255.255.252
R5(config-if)#no shut

R5(config-if)#exit

Ré6#conf't

R6(config)#int loopback 0

R6(config-if)#ip address 160.0.60.1 255.255.255.0
R6(config-if)#exit

R6(config)#int f0/0

R6(config-if)#ip address 10.0.16.2 255.255.255.252
R6(config-if)y#no shut

R6(config-if)#exit

R7#conf't

R7(config)#int loopback 0

R7(config-if)#ip address 160.0.70.1 255.255.255.0
R7(config-if)#exit

R7(config)#int f0/0

R7(config-if)#ip address 10.0.37.2 255.255.255.252
R7(config-if)#no shut

R7(config-if)#exit

Configurazione BGP

Cl#conf't

Cl(config)#router bgp 100

C1(config-router)#network 160.0.10.0 mask 255.255.255.0
C1(config-router)#neighbor 10.0.21.1 remote-as 200
Cl(config-router)#neighbor 10.0.31.1 remote-as 300
C1(config-router)#neighbor 10.0.14.2 remote-as 400
C1(config-router)#neighbor 10.0.16.2 remote-as 600
C1(config-router)#exit

C2#conf't

C2(config)#router bgp 200

C2(config-router)#network 160.0.20.0 mask 255.255.255.0
C2(config-router)#neighbor 10.0.21.2 remote-as 100
C2(config-router)#neighbor 10.0.24.2 remote-as 400
C2(config-router)#neighbor 10.0.25.2 remote-as 500
C2(config-router)#exit

C3#conf't

C3(config)#router bgp 300

C3(config-router)#network 160.0.30.0 mask 255.255.255.0
C3(config-router)#neighbor 10.0.31.2 remote-as 100
C3(config-router)#neighbor 10.0.34.2 remote-as 400
C3(config-router)#neighbor 10.0.37.2 remote-as 700
C3(config-router)#exit
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Provider(config)#router bgp 400
Provider(config-router)#network 160.0.40.0 mask 255.255.255.0
Provider(config-router)#neighbor 10.0.14.1 remote-as 100
Provider(config-router)#neighbor 10.0.24.1 remote-as 200
Provider(config-router)#neighbor 10.0.34.1 remote-as 300
Provider(config-router)#exit

R5#conf't

R5(config)#router bgp 500

R5(config-router)#network 160.0.50.0 mask 255.255.255.0
R5(config-router)#neighbor 10.0.25.1 remote-as 200
R5(config-router)#exit

Ré6#conf't

R6(config)#router bgp 600

R6(config-router)#network 160.0.60.0 mask 255.255.255.0
R6(config-router)#neighbor 10.0.16.1 remote-as 100
R6(config-router)#exit

R7(config)#router bgp 700

R7(config-router)#network 160.0.70.0 mask 255.255.255.0
R7(config-router)#neighbor 10.0.37.1 remote-as 300
R7(config-router)#exit

0,0.,80,0/24, version 9

able []E!‘I':EIIJj.'t-IF'-F-!IZIIJ'tir'l:gj-TEltllE!::l

50,0,40,1%
valid, external
31 J0,10,10

E"I' 100, valid, external, hest

Configurazione relazioni

C1(config)#route-map forpeer permit 10
C1(config-route-map)#match community 2
C1(config-route-map )#exit
C1(config)#route-map forprovider permit 10
C1(config-route-map)#match community 1
C1(config-route-map )#exit

C1(config)#ip community-list 1 permit 5000
C1(config)#ip community-list 1 permit 6000

C1(config)#ip community-list 2 permit 5000
C1(config)#ip community-list 2 permit 6000

C1(config)#route-map frompeer permit 10
C1(config-route-map)#set community 3000 additive
C1(config-route-map)#exit
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Cl(config)#route-map fromprovider permit 10
Cl(config-route-map)#set community 4000 additive
C1(config-route-map)#exit

Cl(config)#route-map fromcustomer permit 10
C1(config-route-map)#set community 5000 additive
C1(config-route-map)#exit

Cl(config)#route-map fromlocal permit 10
C1(config-route-map)#set community 6000 additive
C1(config-route-map)#exit

Cl(config)#router bgp 100

Cl(config-router)#network 160.0.10.0 mask 255.255.255.0 route-map fromlocal
Cl(config-router)#neighbor 10.0.14.2 route-map forprovider out
Cl(config-router)#neighbor 10.0.14.2 route-map fromprovider in
Cl(config-router)#neighbor 10.0.21.1 route-map forpeer out
Cl(config-router)#neighbor 10.0.21.1 route-map frompeer in
Cl(config-router)#neighbor 10.0.31.1 route-map forpeer out
Cl(config-router)#neighbor 10.0.31.1 route-map frompeer in
Cl(config-router)#neighbor 10.0.16.2 route-map fromcustomer in
C1(config-router)#exit

C2(config)#route-map forpeer permit 10
C2(config-route-map)#match community 2
C2(config-route-map)#exit
C2(config)#route-map forprovider permit 10
C2(config-route-map)#match community 1
C2(config-route-map )#exit

C2(config)#ip community-list 1 permit 5000
C2(config)#ip community-list 1 permit 6000
C2(config)#

C2(config)#ip community-list 2 permit 5000
C2(config)#ip community-list 2 permit 6000
C2(config)#

C2(config)#route-map frompeer permit 10
C2(config-route-map)#set community 3000 additive
C2(config-route-map )#exit

C2(config)#route-map fromprovider permit 10
C2(config-route-map)#set community 4000 additive
C2(config-route-map )#exit

C2(config)#route-map fromcustomer permit 10
C2(config-route-map)#set community 5000 additive
C2(config-route-map )#exit

C2(config)#route-map fromlocal permit 10
C2(config-route-map)#set community 6000 additive
C2(config-route-map)#exit
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C2(config)#router bgp 200

C2(config-router)#network 160.0.20.0 mask 255.255.255.0 route-map fromlocal
C2(config-router)#neighbor 10.0.21.2 route-map forpeer out
C2(config-router)#neighbor 10.0.21.2 route-map frompeer in
C2(config-router)#neighbor 10.0.24.2 route-map forprovider out
C2(config-router)#neighbor 10.0.24.2 route-map fromprovider in
C2(config-router)#neighbor 10.0.25.2 route-map fromcustomer in
C2(config-router)#exit

C3#conf't

C3(config)#route-map forpeer permit 10
C3(config-route-map)#match community 2
C3(config-route-map)#exit

C3(config)#route-map forprovider permit 10
C3(config-route-map)#match community 1
C3(config-route-map)#exit

C3(config)#

C3(config)#ip community-list 1 permit 5000

C3(config)#ip community-list 1 permit 6000

C3(config)#ip community-list 2 permit 5000

C3(config)#ip community-list 2 permit 6000

C3(config)#

C3(config)#route-map frompeer permit 10
C3(config-route-map)#set community 3000 additive
C3(config-route-map)#exit

C3(config)#route-map fromprovider permit 10
C3(config-route-map)#set community 4000 additive
C3(config-route-map)#exit

C3(config)#route-map fromcustomer permit 10
C3(config-route-map)#set community 5000 additive
C3(config-route-map )#exit

C3(config)#route-map fromlocal permit 10
C3(config-route-map)#set community 6000 additive
C3(config-route-map )#exit

C3(config)#

C3(config)#router bgp 300

C3(config-router)#network 160.0.30.0 mask 255.255.255.0 route-map fromlocal
C3(config-router)#neighbor 10.0.31.2 route-map forpeer out
C3(config-router)#neighbor 10.0.31.2 route-map frompeer in
C3(config-router)#neighbor 10.0.34.2 route-map forprovider out
C3(config-router)#neighbor 10.0.34.2 route-map fromprovider in
C3(config-router)#neighbor 10.0.37.2 route-map fromcustomer in
C3(config-router)#exit
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Da Customer a Customer (R5 a R6)

“For 160,0,60,0/24, version 6
outing-Tahle)

wternal, best

Origin IGP,
Communitys: 4000
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BGP MPLS LDP
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Stub domain

Partendo da BGP LAB DEFAULT

Aggiungere:

R2(config)#mpls label range 32 200 static 16 31
R2(config)#int 10/1
R2(config-ify#mpls ip

R3(config)#mpls label range 32 200 static 16 31
R3(config)#int f0/1
R3(config-if)#mpls ip

R4(config)#mpls label range 32 200 static 16 31
R4(config)#mpls 1dp graceful-restart
R4(config)#int f0/0

R4(config-if)#mpls ip

R4(config)#int 10/1

R4(config-if)#mpls ip

R4(config)#int £1/0

R4(config-if)#mpls ip

R5(config)#mpls label range 32 200 static 16 31

R5(config)#int 10/0
R5(config-if)#mpls ip

(=

mzec 02 mzec 44 msec
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hostl
|

el

192.168.0.0/24

CE-A-1

T AS 3269

160.1.11.0/30

fo/o

1001.1.1.1

PE-1 10.0.13.0/30 LSR-3

f1/0

lo03.33.3
160.2.11.0/30

fo/o

Configurazione CE-A-1 CE-A-2 CE-B-1 CE-B-2

Configurazione CE-A-1

CE-A-1#conf't

CE-A-1(config)#int f0/0

CE-A-1(config-if)#ip address 160.1.11.2 255.255.255.252
CE-A-1(config-if)#no shut

CE-A-1(config-if)#exit

CE-A-1(config)#int 10/1

CE-A-1(config-if)#ip address 192.168.0.1 255.255.255.0
CE-A-1(config-if)#no shut

CE-A-1(config-if)#exit

CE-A-1(config)#ip route 0.0.0.0 0.0.0.0 160.1.11.1
CE-A-1(config)#end

Configurazione CE-A-2

CE-A-2#conf't

CE-A-2(config)#int f0/0

CE-A-2(config-if)#ip address 160.1.22.2 255.255.255.252
CE-A-2(config-if)#no shut

CE-A-2(config-if)#exit

CE-A-2(config)#int 10/1

CE-A-2(config-if)#ip address 192.168.1.1 255.255.255.0
CE-A-2(config-if)#no shut

CE-A-2(config-if)#exit

CE-A-2(config)#ip route 0.0.0.0 0.0.0.0 160.1.22.1

192.168.1.0/24

10.0.32.0/30

192.168.2.0/24

VPN MPLS

fo/1

el @.
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CE-A-2(config)#end
Configurazione CE-B-1

CE-B-1#conf't

CE-B-1(config)#int f0/0

CE-B-1(config-if)#ip address 160.2.11.2 255.255.255.252
CE-B-1(config-ify#no shut

CE-B-1(config-if)#exit

CE-B-1(config)#int 10/1

CE-B-1(config-if)#ip address 192.168.0.1 255.255.255.0
CE-B-1(config-ify#no shut

CE-B-1(config-if)#exit

CE-B-1(config)#router bgp 200

CE-B-1(config-router)#no bgp default ipv4-unicast
CE-B-1(config-router)#neighbor 160.2.11.1 remote-as 3269
CE-B-1(config-router)#neighbor 160.2.11.1 update-source f0/0

CE-B-1(config-router)#address-family ipv4
CE-B-1(config-router-af)#neighbor 160.2.11.1 activate
CE-B-1(config-router-af)#network 192.168.0.0
CE-B-1(config-router-af)#end

Configurazione CE-B-2

CE-B-2#conf't

CE-B-2(config)#int f0/0

CE-B-2(config-if)#ip address 160.2.22.2 255.255.255.252
CE-B-2(config-if)#no shut

CE-B-2(config-if)#exit

CE-B-2(config)#int f0/1

CE-B-2(config-if)#ip address 192.168.2.1 255.255.255.0
CE-B-2(config-if)#no shut

CE-B-2(config-if)#exit

CE-B-2(config)#router bgp 200
CE-B-2(config-router)#neighbor 160.2.22.1 remote-as 3269
CE-B-2(config-router)#neighbor 160.2.22.1 update-source 10/0
CE-B-2(config-router)#end

Configurazione LSR-3

LSR-3#conf't

LSR-3(config)#int loopback 0

LSR-3(config-if)#ip address 3.3.3.3 255.255.255.255
LSR-3(config-if)#exit

LSR-3(config)#int f1/0

LSR-3(config-if)#10.0.13.2 255.255.255.252
LSR-3(config-if)#no shut

LSR-3(config-if)#mpls ip

VPN MPLS
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LSR-3(config-if)#exit

LSR-3(config)#int £2/0

LSR-3(config-if)#ip address 10.0.32.1 255.255.255.252
LSR-3(config-if)#no shut

LSR-3(config-if#mpls ip

LSR-3(config-if#exit

LSR-3(config)#router ospf 1
LSR-3(config-router)#router-id 3.3.3.3
LSR-3(config-router)#network 3.3.3.3 0.0.0.0 area 0
LSR-3(config-router)#network 10.0.13.2 0.0.0.0 area 0
LSR-3(config-router)#network 10.0.32.1 0.0.0.0 area 0

LSR-3(config)#router bgp 3269
LSR-3(config-router)#no bgp default ipv4-unicast
LSR-3(config-router)#neighbor 1.1.1.1 remote-as 3269

LSR-3(config-router)#neighbor 1.1.1.1 update-source loopback0

LSR-3(config-router)#neighbor 2.2.2.2 remote-as 3269

LSR-3(config-router)#neighbor 2.2.2.2 update-source loopback0

Configurazione VPN-A

Configurazione PE-1

PE-1#conf't

PE-1(config)#ip vrf vpnA
PE-1(config-vrf)#rd 100:0
PE-1(config-vrf)#route-target export 100:1
PE-1(config-vrf)#route-target import 100:2
PE-1(config-vrf)#exit

PE-1(config)#int loopback 0

PE-1(config-if)#ip address 1.1.1.1 255.255.255.255
PE-1(config-if)#exit

PE-1(config)#int f0/0

PE-1(config-if)#ip vrf forwarding vpnA
PE-1(config-if)#ip address 160.1.11.1 255.255.255.252
PE-1(config-if)#no shut

PE-1(config-if)#exit

PE-1(config)#int 10/1

PE-1(config-if)#ip address 160.2.11.1 255.255.255.252
PE-1(config-if)#no shut

PE-1(config-if)#exit

PE-1(config)#int £1/0

PE-1(config-if)#ip address 10.0.13.1 255.255.255.252
PE-1(config-ify#mpls ip

PE-1(config-if)#no shut

PE-1(config-if)#exit

PE-1(config)#router ospf 1
PE-1(config-router)#router-id 1.1.1.1
PE-1(config-router)#network 1.1.1.1 0.0.0.0 area 0
PE-1(config-router)#network 10.0.13.1 0.0.0.0 area 0

VPN MPLS
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PE-1(config-router)#exit

PE-1(config)#router bgp 3269

PE-1(config-router)#no bgp default ipv4-unicast
PE-1(config-router)#neighbor 2.2.2.2 remote-as 3269
PE-1(config-router)#neighbor 2.2.2.2 update-source loopback 0
PE-1(config-router)#neighbor 3.3.3.3 remote-as 3269
PE-1(config-router)#neighbor 3.3.3.3 update-source loopback 0
PE-1(config-router)#exit

PE-1(config-router)#address-family vpnv4
PE-1(config-router-af)#neighbor 2.2.2.2 activate
PE-1(config-router-af)#neighbor 2.2.2.2 send-community extended
PE-1(config-router-af)#neighbor 2.2.2.2 next-hop-self
PE-1(config-router-af)#exit

PE-1(config-router)#address-family ipv4 vrf vpnA
PE-1(config-router-af)#network 192.168.0.0
PE-1(config-router-af)#exit
PE-1(config-router)#exit

PE-1(config)#ip route vrf vpnA 192.168.0.0 255.255.255.0 160.1.11.2
PE-1(config)#end

Configurazione PE-2

PE-2#conf't

PE-2(config)#ip vrf vpnA
PE-2(config-vrf)#rd 100:0
PE-2(config-vrf)#route-target export 100:2
PE-2(config-vrf)#route-target import 100:1
PE-2(config-vrf)#exit

PE-2(config)#int loopback 0

PE-2(config-if)#ip address 2.2.2.2 255.255.255.255
PE-2(config-if)#exit

PE-2(config)#int f0/0

PE-2(config-if)#ip vrf forwarding vpnA
PE-2(config-if)#ip address 160.1.22.1 255.255.255.252
PE-2(config-if)#no shut

PE-2(config-if)#exit

PE-2(config)#int 10/1

PE-2(config-if)#ip address 160.2.22.1 255.255.255.252
PE-2(config-if)#no shut

PE-2(config-if)#exit

PE-2(config)#int £1/0

PE-2(config-if)#ip address 10.0.32.2 255.255.255.252
PE-2(config-ify#mpls ip

PE-2(config-if)#no shut

PE-2(config-if)#exit

PE-2(config)#router ospf 1
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PE-2(config-router)#router-id 2.2.2.2
PE-2(config-router#network 2.2.2.2 0.0.0.0 area 0
PE-2(config-router)#network 10.0.32.2 0.0.0.0 area 0
PE-2(config-router)#exit

PE-2(config)#router bgp 3269

PE-2(config-router)#no bgp default ipv4-unicast
PE-2(config-router)#neighbor 1.1.1.1 remote-as 3269
PE-2(config-router)#neighbor 1.1.1.1 update-source loopback 0
PE-2(config-router)#neighbor 3.3.3.3 remote-as 3269
PE-2(config-router)#neighbor 3.3.3.3 update-source loopback 0
PE-2(config-router)#exit

PE-2(config-router)#address-family vpnv4
PE-2(config-router-af)#neighbor 1.1.1.1 activate
PE-2(config-router-af)#neighbor 1.1.1.1 send-community extended
PE-2(config-router-af)#neighbor 1.1.1.1 next-hop-self
PE-2(config-router-af)#exit

PE-2(config-router)#address-family ipv4 vrf vpnA
PE-2(config-router-af)#network 192.168.1.0
PE-2(config-router-af)#exit
PE-2(config-router)#exit

PE-2(config)#ip route vrf vpnA 192.168.1.0 255.255.255.0 160.1.22.2
PE-2(config)#end

Tunnel  Operational

Hio
Hio

Configuriamo la VPN-B
Configurazione PE-1

PE-1#conf't

PE-1(config)#ip vrf vpnB
PE-1(config-vrf)#rd 200:0
PE-1(config-vrf)#route-target export 200:1
PE-1(config-vrf)#route-target import 200:2
PE-1(config-vrf)#exit

PE-1(config)#int 10/1
PE-1(config-if)#ip vrf forwarding vpnB
PE-1(config-if)#exit

PE-1(config)#do show ip vrf
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PE-1iconfig)#da show ip wrf
Name Default RD

Wphf Fal,

wpnB

PE-1(config)#router bgp 3269
PE-1(config-router)#neighbor 160.2.11.2 remote-as 200
PE-1(config-router)#neighbor 160.2.11.2 update-source f0/1

PE-1(config-router)#address-family ipv4 vrf vpnB
PE-1(config-router-af)#neighbor 160.2.11.2 remote-as 200
PE-1(config-router-af)#neighbor 160.2.11.2 activate
PE-1(config-router-af)#neighbor 160.2.11.2 as-override
PE-1(config-router-af)#end

Configurazione PE-2

PE-2#conf't

PE-2(config)#ip vrf vpnB
PE-2(config-vrf)#rd 200:0
PE-2(config-vrf)#route-target export 200:2
PE-2(config-vrf)#route-target import 200:1
PE-2(config-vr)#exit

PE-2(config)#int f0/1
PE-2(config-if)#ip vrf forwarding vpnB
PE-2(config-if)#exit

PE-2(config)#router bgp 3269
PE-2(config-router)#neighbor 160.2.22.2 remote-as 200
PE-2(config-router)#neighbor 160.2.22.2 update-source 10/1

PE-2(config-router)#address-family ipv4 vrf vpnB
PE-2(config-router-af)#neighbor 160.2.22.2 remote-as 200
PE-2(config-router-af)#neighbor 160.2.22.2 activate
PE-2(config-router-af)#neighbor 160.2.22.2 as-override
PE-2(config-router-af)#end

Configurazione degli Host

Hostl

box login: tc

tc@box:~$ sudo su

root@box:~# ip a a 192.168.0.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.0.1
root@box:~#

Host2

box login: tc

tc@box:~$ sudo su

root@box:~# ip a a 192.168.0.2/24 dev ethl

Interfaces

VPN MPLS

Appunti scritti dallo studente Fattoruso Paolo

Pag. 94



root@box:~# ip r d default
root@box:~# ip r a default via 192.168.0.1
root@box:~#

Host3

box login: tc

te@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.1.1
root@box:~#

Host4

box login: tc

te@box:~$ sudo su

root@box:~# ip aa 192.168.2.2/24 dev ethl
root@box:~# ip r d default

root@box:~# ip r a default via 192.168.2.1
root@box:~#

VPN MPLS

Host1 pinga verso se stesso ( 192.168.0.2 appartiene anche ad Host2 ma sono di VPN differenti) e

verso Host3 ma non verso Host2 e Host4

Verso se stesso
b host1

> host1

i 0h data bytes

eceived, 100% packet loss
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ow ip wrf

N PE-1 -+ %

YR Protocol
Y up
Walyls] Lp

v PE-1 - +

ry, % valid, » best, 1 - internal,

ault for v

ault for wrf

= PE-1
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VPN MPLS - Hub & Spoke

192.168.0.0/24 192.168.1.0/24
CE-A1 CE-A-2
~ = fo/1
host1 a AS 3269 a o e
fo/ [ \ [ f
I= ,e( o 160.1.11.0/30 2 60.1.23 0750 fo/o W

lo0 1.1.1.1 lo0 3.3.3.3 lo0 2.2.2.2 160.1.1.0/30 el

PE-1 10.0.13.0/30 LSR-3 10.0.32.0/30 PE-2

f2/0

f1/0

fo/o
10.0.34.0/30

__lforo

PE-4 lo0 4.4.4.4

forl
160.1.43.0/30

192.168.2.0/24
el

EZl hose2

Configurazione Router CE-A-1
CE-A-1#conf't

CE-A-1(config)#int f0/0

CE-A-1(config-if)#ip address 160.1.11.2 255.255.255.252
CE-A-1(config-if)#no shut

CE-A-1(config-if)#exit

CE-A-1(config)#int f0/1

CE-A-1(config-if)#ip address 192.168.0.1 255.255.255.0
CE-A-1(config-if)#no shut

CE-A-1(config-if)#exit

CE-A-1(config)#router bgp 100
CE-A-1(config-router)#network 192.168.0.0
CE-A-1(config-router)#neighbor 160.1.11.1 remote-as 3269
CE-A-1(config-router)#neighbor 160.1.11.1 update-source f0/0
CE-A-1(config-router)#end

Configurazione Router CE-A-2
CE-A-2#conf't

CE-A-2(config)#int f0/0

CE-A-2(config-if)#ip address 160.1.22.2 255.255.255.252
CE-A-2(config-if)#no shut

CE-A-2(config-if)#exit

CE-A-2(config)#int 10/1
CE-A-2(config-if)#ip address 192.168.1.1 255.255.255.0
CE-A-2(config-if)#no shut
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CE-A-2(config-if)#exit

CE-A-2(config)#router bgp 100
CE-A-2(config-router)#network 192.168.1.0
CE-A-2(config-router)#neighbor 160.1.22.1 remote-as 3269
CE-A-2(config-router)#neighbor 160.1.22.1 update-source 10/0
CE-A-2(config-router)#end

Configurazione Router CE-A-3
CE-A-3#conf't

CE-A-3(config)#int f0/0

CE-A-3(config-if)#ip address 160.1.43.2 255.255.255.252
CE-A-3(config-if)#no shut

CE-A-3(config-if)#exit

CE-A-3(config)#int f0/1

CE-A-3(config-if)#ip address 192.168.2.1 255.255.255.0
CE-A-3(config-if)#no shut

CE-A-3(config-if)#exit

CE-A-3(config)#router bgp 100
CE-A-3(config-router)#neighbor 160.1.43.1 remote-as 3269
CE-A-3(config-router)#neighbor 160.1.43.1 update-source 10/0
CE-A-3(config-router)#network 192.168.2.0
CE-A-3(config-router)#end

Configurazione Router LSR-3
LSR-3#conf't

LSR-3(config)#int loopback 0
LSR-3(config-if)#ip address 3.3.3.3 255.255.255.255
LSR-3(config-if)#exit

LSR-3(config)#int f0/0

LSR-3(config-if)#ip address 10.0.34.1 255.255.255.252
LSR-3(config-if)#mpls ip

LSR-3(config-if)#no shut

LSR-3(config-if)#exit

LSR-3(config)#int f1/0

LSR-3(config-if)#ip address 10.0.13.2 255.255.255.252
LSR-3(config-if)#mpls ip

LSR-3(config-if)#no shut

LSR-3(config-if)#exit

LSR-3(config)#int £2/0

LSR-3(config-if)#ip address 10.0.32.1 255.255.255.252
LSR-3(config-if)#mpls ip

LSR-3(config-if)#no shut

LSR-3(config-if)#exit
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LSR-3(config)#router ospf 1
LSR-3(config-router)#network 3.3.3.3 0.0.0.0 area 0
LSR-3(config-router)#network 10.0.13.2 0.0.0.0 area 0
LSR-3(config-router)#network 10.0.32.1 0.0.0.0 area 0
LSR-3(config-router)#network 10.0.34.1 0.0.0.0 area 0
LSR-3(config-router)#exit

LSR-3(config)#router bgp 3269

LSR-3(config-router)#no bgp default ipv4-unicast
LSR-3(config-router)#neighbor 1.1.1.1 remote-as 3269
LSR-3(config-router)#neighbor 1.1.1.1 update-source loopback 0
LSR-3(config-router)#neighbor 2.2.2.2 remote-as 3269
LSR-3(config-router)#neighbor 2.2.2.2 update-source loopback 0
LSR-3(config-router)#neighbor 4.4.4.4 remote-as 3269
LSR-3(config-router)#neighbor 4.4.4.4 update-source loopback 0
LSR-3(config-router)#end

Configurazione Router PE-1

PE-1#conf't

PE-1(config)#ip vrf vpnA
PE-1(config-vrf)#rd 100:0
PE-1(config-vrf)#route-target export 100:1
PE-1(config-vrf)#route-target import 100:2
PE-1(config-vrf)#route-target import 100:4
PE-1(config-vrf)#exit

PE-1(config)#int loopback 0
PE-1(config-if)#ip address 1.1.1.1 255.255.255.255
PE-1(config-if)#exit

PE-1(config)#int f0/0

PE-1(config-if)#ip vrf forwarding vpnA
PE-1(config-if)#ip address 160.1.11.1 255.255.255.252
PE-1(config-if)#no shut

PE-1(config-if)#exit

PE-1(config)#int £1/0

PE-1(config-if)#ip address 10.0.13.1 255.255.255.252
PE-1(config-ify#mpls ip

PE-1(config-if)#no shut

PE-1(config-if)#exit

PE-1(config)#router ospf 1
PE-1(config-router)#router-id 1.1.1.1
PE-1(config-router)#network 1.1.1.1 0.0.0.0 area 0
PE-1(config-router)#network 10.0.13.1 0.0.0.0 area 0
PE-1(config-router)#exit

PE-1(config)#router bgp 3269
PE-1(config-router)#no bgp default ipv4-unicast
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PE-1(config-router)#neighbor 2.2.2.2 remote-as 3269
PE-1(config-router)#neighbor 2.2.2.2 update-source loopback 0
PE-1(config-router)#neighbor 3.3.3.3 remote-as 3269
PE-1(config-router)#neighbor 3.3.3.3 update-source loopback 0
PE-1(config-router)#neighbor 4.4.4.4 remote-as 3269
PE-1(config-router)#neighbor 4.4.4.4 update-source loopback 0
PE-1(config-router)#neighbor 160.1.11.2 remote-as 100
PE-1(config-router)#neighbor 160.1.11.2 update-source f0/0
PE-1(config-router)#exit

PE-1(config)#router bgp 3269

PE-1(config-router)#address-family vpnv4
PE-1(config-router-af)#neighbor 2.2.2.2 activate
PE-1(config-router-af)#neighbor 2.2.2.2 send-community extended
PE-1(config-router-af)#neighbor 2.2.2.2 next-hop-self
PE-1(config-router-af)#neighbor 4.4.4.4 activate
PE-1(config-router-af)#neighbor 4.4.4.4 send-community extended
PE-1(config-router-af)#neighbor 4.4.4.4 next-hop-self
PE-1(config-router-af)#exit

PE-1(config-router)#exit

PE-1(config)#router bgp 3269
PE-1(config-router)#address-family ipv4 vrf vpnA
PE-1(config-router-af)#neighbor 160.1.11.2 remote-as 100
PE-1(config-router-af)#neighbor 160.1.11.2 activate
PE-1(config-router-af)#neighbor 160.1.11.2 as-override
PE-1(config-router-af)#network 0.0.0.0
PE-1(config-router-af)#exit

PE-1(config-router)#exit

PE-1(config)#ip route vrf vpnA 0.0.0.0 0.0.0.0 null 0
PE-1(config)#end

Configurazione Router PE-2
PE-2#conf't

PE-2(config)#ip vrf vpnA
PE-2(config-vrf)#rd 100:0
PE-2(config-vrf)#route-target export 100:2
PE-2(config-vrf)#route-target import 100:1
PE-2(config-vri)#exit

PE-2(config)#int loopback 0
PE-2(config-if)#ip address 2.2.2.2 255.255.255.255
PE-2(config-if)#exit

PE-2(config)#int f0/0

PE-2(config-if)#ip vrf forwarding vpnA
PE-2(config-if)#ip address 160.1.22.1 255.255.255.252
PE-2(config-if)#no shut

PE-2(config-if)#exit
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PE-2(config)#int {1/0

PE-2(config-if)#ip address 10.0.32.2 255.255.255.252
PE-2(config-ify#mpls ip

PE-2(config-if}#no shut

PE-2(config-if)#exit

PE-2(config)#router ospf 1
PE-2(config-router#network 2.2.2.2 0.0.0.0 area 0
PE-2(config-router)#network 10.0.32.2 0.0.0.0 area 0
PE-2(config-router)#exit

PE-2(config)#router bgp 3269

PE-2(config-router)#no bgp default ipv4-unicast
PE-2(config-router)#neighbor 1.1.1.1 remote-as 3269
PE-2(config-router)#neighbor 1.1.1.1 update-source loopback 0
PE-2(config-router)#neighbor 3.3.3.3 remote-as 3269
PE-2(config-router)#neighbor 3.3.3.3 update-source loopback 0
PE-2(config-router)#neighbor 4.4.4.4 remote-as 3269
PE-2(config-router)#neighbor 4.4.4.4 update-source loopback 0
PE-2(config-router)#neighbor 160.1.22.2 remote-as 100
PE-2(config-router)#neighbor 160.1.22.2 update-source f0/1
PE-2(config-router)#exit

PE-2(config)#router bgp 3269

PE-2(config-router)#address-family vpnv4
PE-2(config-router-af)#neighbor 1.1.1.1 activate
PE-2(config-router-af)#neighbor 1.1.1.1 send-community extended
PE-2(config-router-af)#neighbor 1.1.1.1 next-hop-self
PE-2(config-router-af)#neighbor 4.4.4.4 activate
PE-2(config-router-af)#neighbor 4.4.4.4 send-community extended
PE-2(config-router-af)#neighbor 4.4.4.4 next-hop-self
PE-2(config-router-af)#exit

PE-2(config-router)#exit

PE-2(config)#router bgp 3269
PE-2(config-router)#address-family ipv4 vrf vpnA
PE-2(config-router-af)#neighbor 160.1.22.2 remote-as 100
PE-2(config-router-af)#neighbor 160.1.22.2 activate
PE-2(config-router-af)#neighbor 160.1.22.2 as-override
PE-2(config-router-af)#end

Configurazione Router PE-4
PE-4#conf't

PE-4(config)#ip vrf vpnA
PE-4(config-vrf)#rd 100:0
PE-4(config-vrf)#route-target export 100:2
PE-4(config-vrf)#route-target import 100:1
PE-4(config-vri)#exit
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PE-4(config)#int loopback 0
PE-4(config-if)#ip address 4.4.4.4 255.255.255.255
PE-4(config-if)#exit

PE-4(config)#int f0/0

PE-4(config-if)#ip address 10.0.34.2 255.255.255.252
PE-4(config-ify#mpls ip

PE-4(config-if}#no shut

PE-4(config-if)#exit

PE-4(config)#int {0/1

PE-4(config-ify#ip vrf forwarding vpnA
PE-4(config-if)#ip address 160.1.43.1 255.255.255.252
PE-4(config-ify#no shut

PE-4(config-if)#exit

PE-4(config)#router ospf 1
PE-4(config-router)#router-id 4.4.4.4
PE-4(config-router#network 4.4.4.4 0.0.0.0 area 0
PE-4(config-router)#network 10.0.34.2 0.0.0.0 area 0
PE-4(config-router)#exit

PE-4(config)#router bgp 3269

PE-4(config-router)#no bgp default ipv4-unicast
PE-4(config-router)#neighbor 1.1.1.1 remote-as 3269
PE-4(config-router)#neighbor 1.1.1.1 update-source loopback 0
PE-4(config-router)#neighbor 2.2.2.2 remote-as 3269
PE-4(config-router)#neighbor 2.2.2.2 update-source loopback 0
PE-4(config-router)#neighbor 3.3.3.3 remote-as 3269
PE-4(config-router)#neighbor 3.3.3.3 update-source loopback 0
PE-4(config-router)#neighbor 160.1.43.2 remote-as 100
PE-4(config-router)#neighbor 160.1.43.2 update-source f0/1
PE-4(config-router)#exit

PE-4(config)#router bgp 3269

PE-4(config-router)#address-family vpnv4
PE-4(config-router-af)#neighbor 1.1.1.1 activate
PE-4(config-router-af)#neighbor 1.1.1.1 send-community extended
PE-4(config-router-af)#neighbor 1.1.1.1 next-hop-self
PE-4(config-router-af)#neighbor 2.2.2.2 activate
PE-4(config-router-af)#neighbor 2.2.2.2 send-community extended
PE-4(config-router-af)#neighbor 2.2.2.2 next-hop-self
PE-4(config-router-af)#exit

PE-4(config-router)#exit

PE-4(config)#router bgp 3269
PE-4(config-router)#address-family ipv4 vrf vpnA
PE-4(config-router-af)#neighbor 160.1.43.2 remote-as 100
PE-4(config-router-af)#neighbor 160.1.43.2 activate
PE-4(config-router-af)#neighbor 160.1.43.2 as-override
PE-4(config-router-af)#end
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CONFIGURAZIONE - VPN

aprire il terminale della macchina reale e digitare:
paolo@paolo-Aspire-5750G:~$ sudo apt-get install openvpn
paolo@paolo-Aspire-5750G:~$ sudo apt-get install easy-rsa

paolo@paolo-Aspire-5750G:~$ cd /usr/share/casy-rsa/
paolo@paolo-Aspire-5750G:/usr/share$ cd easy-rsa/
paolo@paolo-Aspire-5750G:/usr/share/easy-rsa$ Is

~— 7 ASDITE-8 1500 JUST/S —
wild-ca build-key-pkcsl2 inherit-inter pkitool
wild-dh build-key-server Llist-crl revoke-full
wild-inter build-req Dp 9.6.cnf sign-req

wild-key build-req-pass DPenss 9.8.cr Vars
wuild-key-pass clean-all openssi-1.0.0.cnf whichopensslcnf

paolo@paolo-Aspire-5750G:/ust/share/easy-rsa$ sudo su
root@paolo-Aspire-5750G:/usr/share/easy-rsa# ./clean all
root@paolo-Aspire-5750G:/ust/share/casy-rsa# Is

Aspl

build-ca build-key-server list-crl sign-req
build-dh build-req penssl-0.9.6 f va

build-inter build-reqg-pass enssl-0.9.8 f whichopensslcnf
build-key clean-all enssl-1. f

build-key-pass inherit-inter pkitool
build-key-pkecsl2 revoke-full

root(@paolo-Aspire-5750G:/usr/share/easy-rsa# ./build-ca

root@paolo-Aspire-5750G:/usr/share/easy-rsa# cd keys/
root@paolo-Aspire-5750G:/usr/share/easy-rsa/keys# Is

KEy 1 ax txt =

root@paolo-Aspire-5750G:/usr/share/easy-rsa/keys# cd..
root@paolo-Aspire-5750G:/usr/share/easy-rsa# ./build-key-server server
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root@paolo-Aspire-5750G:/usr/share/easy-rsa# ./build-key client1
root@paolo-Aspire-5750G:/usr/share/easy-rsa# ./build-key client2
root@paolo-Aspire-5750G:/usr/share/easy-rsa# cd keys
root@paolo-Aspire-5750G:/usr/share/easy-rsa/keys# Is

rootpaolo-Apire-75 :/ur/ sare/easy-rsa/ys cd..
root@paolo-Aspire-5750G:/usr/share/easy-rsa# ./build-dh

aprire un nuovo terminale

paolo@paolo-Aspire-5750G:~$ cd /usr/share/easy-rsa/
paolo@paolo-Aspire-5750G:/usr/share/easy-rsa$ cd
paolo@paolo-Aspire-5750G:~$ mkdir openvpn-ex1
paolo@paolo-Aspire-5750G:~$ sudo cp -r /usr/share/easy-rsa/keys/ ~/openvpn-ex1/
paolo@paolo-Aspire-5750G:~$ cd openvpn-ex1/
paolo@paolo-Aspire-5750G:~/openvpn-ex1$ Is
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paolo@paolo-Aspire-5750G:~/openvpn-ex1$ mkdir config-files
paolo@paolo-Aspire-5750G:~/openvpn-ex1$ cd ..
paolo@paolo-Aspire-5750G:~/openvpn-ex1$ cd /usr/share/doc
paolo@paolo-Aspire-5750G:/usr/share/doc$ cd openvpn/
paolo@paolo-Aspire-5750G:/ust/share/doc/openvpn$ Is

README . auth - pam

READK

paolo@paolo-Aspire-5750G:/ust/share/doc/openvpn$ cd examples/
paolo@paolo-Aspire-5750G:/ust/share/doc/openvpn/examples$ cd sample-config-files/

paolo@paolo-Aspire-5750G:/usr/share/doc/openvpn/examples/sample-config-files$ cp client.conf
~/openvpn-ex1/config-files/

paolo@paolo-Aspire-5750G:/usr/share/doc/openvpn/examples/sample-config-files$ cp
server.conf.gz ~/openvpn-ex1/config-files/

paolo@paolo-Aspire-5750G:/usr/share/doc/openvpn/examples/sample-config-files$ cd
/ust/share/doc/easy-rsa/

tramite gestore file andate nella vostra home e aprite openvpn-ex1

B fhomefpaoclo/openvpn-ex 1/

conlig-files keys

aprire config-files

L /home/paoclo/openvpn-ex 1/config-filess

| I—1
client.conf server.conf.gz

aprire client.conf

salva con nome e rinominare con client1.conf
Il You can have multiple remote entries
|# to load balance between the servers.

remote 'n‘:,-'-s&r\..'f':r-'.l 1194

:remote my-server-2 1194

sostituire my-server-1 con 160.0.0.1

# You can have multiple remote entries
# to load balance between the servers.
remote 160.8.8.1 1194

; remote my-server-2 1194

salviamo e successivamente salviamo con nome e rinominiamo client2.conf
alla fine dovranno risultare queste cartelle.

i /home/paoclo/openvpn-ex 1/config-filess

. | VER——)

cdlient.conf m client2.conf server.conf.gz
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CONFIGURAZIONE VPN

andare su /home/paolo/openvpn-ex1/config-files

i i /home/paoclo/openvpn-ex1/config-filess

Nome
;‘ client.conf
;] client2.conf
— | clientl.conf
ma Apri con "Gestore di archivi” -
Apri con un'altra applicazione...
Invia a .
| 38 Taglia
' % Copia
'@ sSposta nelcestino
| i@ Cancella

Rinomina...

Q Estrai in...E

{0 Proprieta...

scompattare server.conf

ri /home/paolo/openvpn-ex1/config-files/

Nome
. server.(gmf

= client.conf
— | client2.conf
— | dient1.conf

[l server.conf.gz

aprire server.conf

v server.conf - Mousepad
File Modifica Visualizza Testo Documento Navigazione Aiuto
# dUUTESS PUUL (1V.0.U.07£00.400.400.U) '
# back to the OpenVPN server.
;push "route 192.168.10.0 255.255.255.0"
;push "route 192.168.20.0 255.255.255.0"

trovare la riga con la scritta 'push' e aggiungere:

ipush "route 192.16B8.16.8 255.255.255.8"
ipush “route 192.168.20.0 255.255.255.8"
push "route 192.168.8.8 255.255.255.8"
push "route 192.168.1.8 255.255.255.8"

trovare la seguente riga:

;client-config-dir ccd
:route 192.168.48.128 255.255.255.248

e sostituirla con

client-n':unfig—dir ccd
route 192.168.1.8 255.255.255.6{

andare su /home/paolo/openvpn-ex1/config-files

creare una nuova cartella chiamandola 'ced'
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CONFIGURAZIONE VPN

! @ /home/paolo/openvpn-ex1/config-files/

| Nome

5;] server.conf
j client.conf
‘;; cient2.conf

| ; client1.conf

‘ server.conf.gz

aprire ccd e creare il file clientl

all'interno di client] andiamo a scrivere:

iroute 192.168.1.8 255.255.255.6|

andare su /home/paolo/openvpn-ex1/

[ﬁ /home/paoclo/openvpn-ex1/
E Nome
I . config-files
:ﬁ‘ keys
e creare le seguenti cartelle: clientl, client2, server

lﬁ /home/paolo/openvpn-ex1/

@ dlient2
Eﬁ client1

| . config-files
% ﬁ‘ keys

dalla cartella config-files spostare nella cartella server : 'ccd' e 'server.conf

= /home/paolo/openvpn-ex1/config-files/

server.conf
o

:J client.conf

;_] client2.conf

fi[ client1.conf

server.conf.gz

B /home/paclo/openvpn-ex1/server/

Mome

iy ccd
:;| server.conf
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CONFIGURAZIONE VPN

Rendere accessibile la cartella keys presente in openvpn-ex1

r; fhome/paoclo/openvpn-ex1/

Nome

I config-files
= keys

aprire il terminale e digitare il percorso dove ¢ presente openvpn-ex1

nel mio caso:

paolo@paolo-Aspire-5750G:~$ sudo su

root@paolo-Aspire-5750G:/home/paolo# cd openvpn-ex1/keys
root@paolo-Aspire-5750G:/home/paolo/openvpn-ex1/keys# chown -R paolo:paolo keys

@& /home/paolo/openvpn-ex1/

Nome

&5 server

i dient2
i clientl
i config-files
B keys

possiamo notare che la cartella keys non ha piu la 'x'

Configurazione Server
aprire la cartella keys e selezionare i seguenti file:

server.key server.csr server.crt dh2048.pem ca.crt

| @@ /homespaoclo/openvpn-ex1/keys/

Nome Dimens
W serverkey
o
W servercn
| serial.old
= | serial
.| index.txt.old
| index.txt.attr.old
=l index.txt.attr
| index.txt <
W arzoaopem ]
client2.key
.| client2.csr
| client2.crt
| client1.key
| clienti.csr
| dlienti.crt

ca.key

| Oo3.pem

e copiarli nella cartella server
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| @8 /home/paoclo/openvpn-ex1/server/

W ccd

::] server.conf
. server.key

E server.csr
. server.crt

B ch2048 pem

W oo

aprire server.conf e cercare:

# 2048 bit keys.
dh dhl@24.pem

sostituire << dh dh1024.pem>> con il nome del file presente nella cartella server

# 2048 bit keys.
dh dh2848.pem

trovare anche:

#F SEIVEI 5 IUNSI1AF LN
;Flient-to-client

# Uncomment this dires

sostituire con:

, SEIVEI 3 1TWwnf 1AarF Ln

klient-to-client

# lUncomment tHlis dire

Configurazione Client1
tornare nella cartella keys e copiare:

clientl.key clientl.csr clientl.crt ca.crt

, i 7/home/paoclo/openvpn-exi/keys/

Nome
| | server.key
;] server.csr
;j server.crt
| seriaLold
| = | serial
| | index.txt.old
|| index.txt.attr.old
__1 index.txt
% .| dh2o4as.pem

~ | index.txt.attr

| 71 client2_ key
:J client2.csr

| client2.crt
. chenti_key

= chientl.csr

. clientl.crt

| 7] ca.key

W -

e copiarli all'interno della cartella client1
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i /home/paolo/openvpn-ex1/client1/

'[ Nome
client1.key

chentl.csr

chentl.ot

ca.crn

andare all'interno della cartella config-files e copiare il file client1.conf

i /home/paolo/openvpn-ex1/config-files/

Nome

B ccd

;J server.conf
i] client.conf
= | dient2.conf

=4 chentl.conf

server.conf.gz

copiare il file client1.conf all'interno della cartella client1

:{ i /homespaoclo/openvpn-exi/client1/

J Nome

L_J client1.key
i‘ clientl.csr
.| clienticrt

L_J ca.crt

aprire clientl.conf e sostiuire:

T OlALE L e ua!

ca ca.crt
cert client.
key client.key

con:

ca ca.crt

cert clientl|.crt
key clientl.key

Configurazione Client2

CONFIGURAZIONE VPN
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andare all'interno della cartella config-files e copiare il file client2.conf

li /home/paolo/openvpn-ex1/config-files/

Nome

B cd

| server.conf
i‘ client.conf
;_J client1.conf

server.conf.gz

copiare il file client2.conf all'interno della cartella client2

|l /home/paolo/openvpn-ex1/client2/

Nome
E client2.conf

tornare nella cartella keys e copiare:

client2 key client2.csr client2.crt ca.crt

J i /home/paoclo/openvpn-exi/keys/

Nome

.| server.key

j_;_J server.csr

|| server.crt

| serialowd

= | serial

| index.txt.old
|| index.txt.attr.old

— | index.txt.attr
;zl index.txt

! __, dh2048.pem
- chient2. key

B dientzosr
- chentZ.crt
,_] client1.key
il clienti.csr
.| clienticre
.| cakey

- ca.crt
I_

copiare il tutto all'interno della cartella client2

,[i /home/paolo/openvpn-ex1/client2/
R S

l Nome
! ;:J dient2.conf

CONFIGURAZIONE VPN
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aprire client2.conf e stostituire

ca ca.crt
cert client.crt
key client.kegr

con:

ca ca.crt
cert client2.crt
key client2|.key
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VPN

VPN

VPN site A

192.168.0.0/24

VPN site B

Serever
G Client1
Gw SW2
160.0.0.0/24 = :?

host2

’ 1 host5
el 3\

et

7 Hub Internet

NN

192.168.1.0/24

Client2
host

assicurarsi di avere installato sul proprio pc 'openssh-server' altrimenti da terminale date il

seguente comando:

paolo@paolo-Aspire-5750G:~$ sudo apt-get install openssh-server

configurazione Host1
box login: tc
tc@box:~$ ipas

tc@box:~$ route -n

cldbox:™% route -n

tc@box:~$ scp -r paolo@10.0.2.2:/home/paolo/openvpn-ex1/server ./

FREFFeffeffeffsff
5 scope global eth
5 link

rn::dl_ 't.-
F.LOWER_I

etric Ref llze Iface

0 ethd
|::| ]_|:|

H = [=Ta Lo =]y = I
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te@box:~$ sudo su

root@box:~# ip aa 192.168.0.1/24 dev ethl
root@box:~# ip a a 160.0.0.1/24 dev eth2
root@box:~# echo 1> /proc/sys/net/ipv4/ip_forward
root@box:~# exit

te@box:~$ screen

te@box:~$ cd server/

te@box:~/server$ sudo openvpn server.conf

[eurephial built

2 EB:13h ET:0 EL

//e lasciare cosi in maniera tale che il server sia acceso//
muoversi tra le bash di screen tramite Ctrl+A N o Ctrl+A C
tc@box:~$ route -n

cliibox:™F route —n

tc@box:~$ cd server
tc@box:~/server$ Is

ent . Connected Since
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configurazione Host 2
box login: tc
te@box:~$ scp -r paolo@10.0.2.2:/home/paolo/openvpn-ex1/client1 ./

te@box:~$ sudo su

root@box:~# ip aa 192.168.1.1/24 dev ethl
root@box:~# ip a a 160.0.0.2/24 dev eth2
root@box:~# ping 160.0.0.1

root@box:~# echo 1 > /proc/sys/net/ipvd/ip_forward
root@box:~# exit

te@box:~$ screen

te@box:~$ cd clientl

te@box:~/client1$ openvpn client1.conf

//con openvpn client 1.conf non abilitato//
tc@box:~$ route -n

//con openvpn clientl.conf abilitato//
tc@box:~$ route -n

su Host 1 con client1.conf attivo, ridigitiamo:

te(@box:~/server$ sudo cat openvpn-status.log
=, log

VPN
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configurazione Host 4

te@box:~$ sudo su

root@box:~# ip aa 192.168.0.2/24 dev ethl
root@box:~# ip r a 192.168.0.0/16 via 192.168.0.1
root@box:~# ping 192.168.1.2

root@box:~# ip r a 10.8.0.0/24 via 192.168.0.1

configurazione Host S

te@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r a 192.168.0.0/16 via 192.168.1.1
root@box:~# ip r a 10.8.0.0/24 via 192.168.1.1

configurazione Host 3

te@box:~$ sudo su
root@box:~# ip a a 160.0.0.3/24 dev ethl
root@box:~# exit

tc@box:~$ screen
tc@box:~$ cd client2/
tc@box:~/client2$ sudo openvpn client2.conf

//digitare Ctrl+a c per creare una nuova bash screen//
tc@box:~$ iprs

zcope link  =rc 10,0,2,15
zcope link  src

SCope ]. ir'|l=:.

% ifconfi
glet=1= IMSPEC

tc@box:~$ ping 192.168.0.2
tc@box:~$ ping 192.168.1.2

VPN
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IPSec

VPN A1
192.168.0.0/24

hostl / .
|i'fg. '/el

.2

SW1 /ﬂ!fﬂ'
—

160.0.0.0/24

R .2

Configurazione Router R1
Ri1#conft

R1(config)#crypto ipsec transform-set mts esp-aes

R1(cfg-crypto-trans)#mode transport
R1(cfg-crypto-trans)#exit

R1(config)#crypto map mcmap 1 ipsec-manual
R1(config-crypto-map)#set peer 160.0.0.2

// utilizzare il terminale per creare la chiave cifrata //

v Terminale - paclo@paclo-Aspire-5750G: ~
File Modifica

Visualizza Terminale

Schede Aijuto

[PSec

R2

fo/l fo/1

VPN A2
192.168.1.0/24

swz2

fo/o

-’

1

host2

R1(config-crypto-map)#set session-key inbound esp 1000 cipher

6e073a921ccfc3427812869¢b15e9¢ca9

R1(config-crypto-map)#$set session-key outbound esp 1001 cipher

6e073a921ccfc3427812869¢b15e9¢ca9

R1(config-crypto-map)#set transform-set mts
R1(config-crypto-map)#match address 100

R1(config-crypto-map)#exit

R1(config)#int tunnel 12

R1(config-if)#ip address 10.0.12.1 255.255.255.0
R1(config-if)#ip ospf network point-to-point

R1(config-if)#tunnel source 160.0.0.1

R1(config-if)#tunnel destination 160.0.0.2
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R1(config-if)#exit

R1(config)#int f0/0

R1(config-if)#ip address 192.168.0.1 255.255.255.0
R1(config-ify#no shut

R1(config-if)#exit

R1(config)#int 10/1

R1(config-if)#ip address 160.0.0.1 255.255.255.0
R1(config-ify#no shut

R1(config-if}#crypto map mcmap
R1(config-if)#exit

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 10.0.12.1 0.0.0.0 area 1
R1(config-router)#network 192.168.0.0 0.0.0.255 area 1
R1(config-router)#exit

R1(config)#access-list 100 permit ip host 160.0.0.1 host 160.0.0.2
R1(config)#access-list 100 permit ip host 160.0.0.2 host 160.0.0.1

R1#ping 192.168.1.1 source 192.168.0.1

16 1 e

, Tunnell?

[PSec
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R1#show crypto engine connections active
Rl#show crypto engine connections active

Encruypt.  Tec
0

345

Configurazione Router R2
R2#conf't

R2(config)#crypto ipsec transform-set mts esp-aes
R2(cfg-crypto-trans)#mode transport
R2(cfg-crypto-trans)#exit

R2(config)#crypto map memap 1 ipsec-manual
R2(config-crypto-map)#set peer 160.0.0.1
R2(config-crypto-map)#set session-key inbound esp 1001 ci
R2(config-crypto-map)#set session-key inbound esp 1001 cipher
6e073a921ccfc34278f2869cb15e¢9ca9

R2(config-crypto-map)#set session-key outbound esp 1000 cipher
6e073a921ccfc34278f2869cb15e¢9ca9

R2(config-crypto-map)#set transform-set mts
R2(config-crypto-map)#match address 100
R2(config-crypto-map)#exit

R2(config)#int tunnel 21

R2(config-if)#ip address 10.0.12.2 255.255.255.0
R2(config-if)#tunnel source 160.0.0.2
R2(config-if)#tunnel destination 160.0.0.1
R2(config-if)#exit

R2(config)#int 0/0

R2(config-if)#ip address 192.168.1.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int 10/1

R2(config-if)#ip address 160.0.0.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#crypto map mcmap
R2(config-if)#exit

R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 10.0.12.2 0.0.0.0 area 1
R2(config-router)#network 192.168.1.0 0.0.0.255 area 1
R2(config-router)#exit

R2(config)#access-list 100 permit ip host 160.0.0.2 host 160.0.0.1
R2(config)#access-list 100 permit ip host 160.0.0.1 host 160.0.0.2

[PSec
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[PSec

R2(config)#end

Configurazione Host1

box login: tc

te@box:~$ sudo su

root@box:~# ip aa 192.168.0.2/24 dev ethl
root@box:~# ip r a 192.168.0.0/16 via 192.168.0.1
root@box:~# ping 192.168.1.2

Configurazione Host2

te@box:~$ sudo su

root@box:~# ip aa 192.168.1.2/24 dev ethl
root@box:~# ip r a 192.168.0.0/16 via 192.168.1.1

/Iper provare IPsec facciamo un ping da uno dei due Host ed effettuiamo una cattura del traffico tra
R1 e R2, con Wireshark osserveremo pacchetti incapsulati ESP come da teoria//
hd host2

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©© 4 m S x e Q 3¢ EE ool @EER @

Filter: w | Expression... Clear Apply Sala

No. Time Source Destination Protocol  Length Info
T oraTrErerereT e e o e oo erarrara SR aror—rrepcy
7 12.40884200( 160.0.0.1 160.0.8.2 ESP 154 ESP (SPI=0x080003e9)
8 14.52698200( 160.0.0.2 160.0.08.1 ESP 154 ESP (SPI=0x080003e8)
9 19.99830300¢ c4:00:1d:82:00:81 c4:00:1d:82:00:01 LOOP 60 Reply
18 21.35104000t c4:91:1d:82:00:01 c4:81:1d:82:00:01 LOOP 668 Reply
11 22.43117800¢ 160.0.0.1 160.0.08.2 ESP 154 ESP (SPI=0x080003e9)
12 24 .41851400¢ 160.0.0.2 168.8.8.1 ESP 154 ESP (SPI=0x080003e8)
13 24.52964700¢ 160.0.0.2 168.8.8.1 ESP 154 ESP (SPI=0x080003e8)
14 25.39776400¢ 160.0.0.2 168.8.8.1 ESP 154 ESP (SPI=0x080003e8)
15 25.417947008¢ 160.0.0.1 168.0.8.2 ESP 154 ESP (SPI=0x080003e9)
16 26.485841008¢ 160.0.0.2 168.8.68.1 ESP 154 ESP (SPI=0x080003e8)
17 26.425989008¢ 160.0.0.1 168.68.8.2 ESP 154 ESP (SPI=0x088003e9)
18 27.407768708¢ 160.0.0.2 1686.8.68.1 ESP 154 ESP (SPI=0x088003e8)
19 27.428009008¢ 160.0.0.1 168.68.8.2 ESP 154 ESP (SPI=0x088003e9)
20 28.40743400¢ 160.0.0.2 160.0.0.1 ESP 154 ESP (SPI=8x008003e8)
21 28.42769300¢ 160.0.6.1 160.6.0.2 ESP 154 ESP (SPI=8xE008003e9)
22 29.40609600¢ 160.0.0.2 160.0.0.1 ESP 154 ESP (SPI=0xE000003e8)
23 29.42642800¢ 160.0.06.1 160.08.0.2 ESP 154 ESP (SPI=0x000003e9)
24 30.01202800¢ c4:00:1d:82:00:01 c4:00:1d:82:00:01 LOOP 60 Reply
25 30.41547300¢ 160.0.0.2 160.8.0.1 ESP 154 ESP (SPI=0xE000003e8)
26 30.43575600¢ 160.0.6.1 160.8.0.2 ESP 154 ESP (SPI=0x000003e9)

Pl wm 4. UL LY LLS LN WAL LTUU LUAL3), UL Uy LL3 LUpLul LU | TOUU LAL3) LN Anler Tule w
» Ethernet ITI, Src: c4:00:1d:82:80:01 (c4:00:1d:82:00:81), Dst: c4:80:1d:82:00:01 (c4:00:1d:82:80:01)
» Configuration Test Protocol (loopback)

» Data (40 bytes)
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PROMEMORIA

PROMEMORIA

e conf t (abbreviazione di: config terminal) = serve per entrare nella modalita di configurazione del
router CISCO;

e end (o CTRL+C) - serve per uscire dalla modalita di configurazione;

e per lanciare i comandi di troubleshooting:
— nella modalita di configur terminal anteporre il “do” (ad es.: do show ip route);
— fuori dalla modalita configur terminal non bisogna mettere il “do” (ad es.: show ip route);

e se non dovessimo ricordare come completare il comando utilizzare I’help tramite il punto interrogativo
“? “ per chiudere velocemente la lista che si aprira digitare un qualunque tasto

i R1 —

iom about or b

1 {EIGRP}

e perterminare un ping prmee ”CTL+"

e perterminare il traceroute premere “CRT+6”

e per salvare la configurazione del terminale:
uscire dalla modalita configur terminal, digitare “copy running-configuration startup-configuration”,
premere invio per due volte e salvare il progetto su GNS3

e per completare automaticamente una parola utilizzare il tasto TAB (le doppie frecce accanto alla lettera
Q)

e per vedere la configurazione del terminale possiamo:
— digitare “show running-config” oppure “do show running-config”
— oppure tasto destro sull’icona del terminale e selezionare “startup-config”

e per cambiare il nome del dispositivo, tasto destro e selezionare “change the hostname”

e per aggiungere nuove interfacce sul dispositivo, tasto destro, configure e slot

e se dovessimo cambiare piu nomi o aggiungere piu interfacce su pilu dispositivi:
— selezionare tramite il mouse, o tramite riquadro (come facevamo sul desktop di windows XP), i

dispositivi e ripetere i penultimi due punti
e per tutti i comandi si puo utilizzare I'abbreviazione (ad es. show running-config - show run)
e Comandi SCREEN:

Ctrl+an ci muoviamo tra gli screen

Ctrl+ap

Ctrl+a c creiamo un nuovo screen

Ctrl+a “ fa vedere le schermate aperte

Ctrl+a S creo il multiscreen
Ctrl+a tab ci muoviamo tra le diverse schermate

Exit chiudiamo una bash
Ctrl+a Q elimina gli split ma lascia solo la sessione da
cui si lancia il comando

Per tutto il resto ¢’¢ GOOGLE !!!
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CONFIGURAZIONE GNS3 & VIRTUALBOX

CONFIGURAZIONE GNS3 & VIRTUALBOX

L’installazione semplice ¢ quella tramite “Ubuntu Software Center” anche se utilizza una versione
vecchiotta di GNS3.

Da “ Ubuntu Software Center ” installare “ GNS3 “ e “ VirtulaBox “.

Aprire GNS3:

e selezionare:

edit

IOS images and

image file...caricare il file.imagine nel nostro caso c3745

apri

save (compare una riga nel menu image)

base confing: selezionare baseconfing.txt (in modo da visualizzare tutto il percorso)
auto calculatation

save

test setting

close

e selezionare:

I'icona di virtual box (Show VirtualBox Manager)

file

importa applicazione virtuale

selezioniamo I'applicazione (base.ova)

avanti

inizializza nuovamente l'indirizzo MAC di tutte le schede di rete
importa

avremo la nostra prima macchina virtuale chiamata "base"
diamo avvia (la freccia verde che punta a destra)

inserendo "tc" effettuiamo il login alla macchina virtuale

per spengere la macchina andiamo su "base" tasto destro, chiudi, spegni, spegni
sempre tasto destro su base, clona

host1, inizializza, avanti, clone completo, clona

ripetere per il numero di host da realizzare

chiudi

preference
virtual box

test setting

virtualbox guest
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CONFIGURAZIONE GNS3 & VIRTUALBOX

o refresh vm list

e vm list:hostl

e identifier name: hostl

e spuntare tutte le voci tranne "show advanced options"
e save

e ripetere per tutti gli host cambiando il nome

e chiudere

e preferences

e terminal settings (se utilizzate ubuntu lasciare gnome terminal) (con altre versioni xterm)
selezionare Use apply

e yes

e ok

Verificare il corretto funzionamento:

e mettere due host

e collegarli

e selzionare play

e tasto dx sui due host

e selezionare console

e sidovrebbero aprire i terminali
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